MeToauYecKHe peKOMeHAaluu
II0 OpraHU3aNMOHHOM 3amuTe GPU3UIECKUM JTULOM
CBOMX IIEPCOHAIbHBIX JAHHBIX"

J{aHHBIA TOKYMeHT pa3paldoTaH AJisi CHUKEHUS] PUCKOB 0e30lIaCHOCTH B YCJIOBHSAX

"TpaH3uTHOrO Mupa' u 3PPEeKTUBHOrO Nepexosa K HUPpPoBoii dmoxe.

JIOKyMEeHT  TpelHa3HaueH JJis  CHENHAJIMCTOB B obOimactu  0€30MacHOCTH
WH()OPMAIIMOHHBIX ~ TEXHOJIOTMA W  TMEPCOHANBHBIX  JIAHHBIX, a Takxke s
3aMHTEPECOBAaHHBIX JHMIl. Ha OCHOBe JIOKyMEHTa IIpearoyiaraeTcs pa3padboTka

00y4Jaromux NporpaMM U JOKYMEHTOB JUISl pa3JIMYHbIX ayJUTOPUH.

1. TepmuHbI U onIpeaesieHUs

ANNapaTHO-MPOTrPaMMHBINi KOMILJIEKC — COYETAHUE amMapaTHbIX W IPOrPaMMHBIX
CpPEACTB, a TAaKXKE€ BHECEHHBIX W3MEHCHUH B KOHQUTYpAIMH, CIOCOOCTBYIOIIHNX
JTOCTIKEHUI0O MaKCHMAaJIbHO BO3MOJKHOTO YPOBHSI 3allIUTHI MEPCOHATBHBIX JTaHHBIX OT
yTEUEK

BiokupoBaHne mnepcoHANLHBIX JAHHBIX — BPEMEHHOE TMpeKpaiieHue o0paboTKu
NEPCOHATIBHBIX JAHHBIX (32 UCKIIOYEHUEM ClIydaeB, eciau o0padoTka HeoOXxoauma s
YTOYHEHUS IEPCOHATBHBIX JIAHHBIX)

Boabmue mannbie (BigData) — o0Oo3nadeHue MOAXOM0B, HHCTPYMEHTOB UM METOOB
pacrpeneneHHo  o0paOOTKH  TOJNYCTPYKTYPUPOBAHHBIX M HECTPYKTYPHUPOBAHHBIX
JMAHHBIX CAMOT'O Pa3HOrO THUIA U OTPOMHBIX 00BEMOB. B oTiuyme ot TpaauimoHHBIX 0a3
JAHHBIX, OOJBINME JJaHHBIE HE OTHOCATCS K CTPYKTYPUPOBAaHHBIM, XPaHATCS

JENEHTPATU30BaHO U c11ab0 CBA3aHBI MEXAY CO00M

" Hacrosmue MeTomudeckie peKOMEHIAUH 110 OPTaHU3alMOHHOMN 3a1uTe PU3NYECKUM JIUIIOM
CBOMX MEPCOHANBHBIX JaHHBIX pa3paboTanbl KOHCYIbTaTUBHBIM COBETOM IPH YIIOJIHOMOYEHHOM
opraHe 1o 3alUTe MpaB CyOBEKTOB MEPCOHAIBHBIX TaHHBIX



Bupyc (KOMIBIOTEpPHBIH, NPOrPpaMMHbINA) — HMCIOJIHAEMBIM NPOrPAMMHBIM KOJ WX
UHTEPHPETUPYEMBIT Habop WHCTPYKIHUH, 00J1aaromuii CBOWMCTBaMH
HECAaHKIMOHUPOBAHHOI'O PACIIPOCTPAHEHUS U CAMOBOCIIPOU3BEICHHUS

BpenonocHasi mporpamMmma — mporpaMma, IpeJHa3Ha4YeHHas I OCYIIECTBICHUS
HECAHKIIMOHUPOBAHHOIO JIOCTyNa M (WMJIM) BO3JIEHCTBUS HA NEPCOHAJIbHBIE JaHHBIE WU
pecypcbl HHPOPMAIMOHHOW CUCTEMBI IEPCOHATIBHBIX JaHHBIX

BcemupHas mayTHHA — pacnpeleleHHas CUCTEMa JJOCTYIAa K CBSI3aHHBIM JOKYMEHTaM,
PACITOJIOKEHHBIM Ha Pa3jIMYHbIX KOMIIBIOTEPAX, NOAKIIOYEHHBIX K IHTEpHETY

Joctynm B onepanMoOHHYI0 cpeay KOMIbIOTepa (MH(POPMALMOHHONW CHCTEMBI
NEePCOHAJIBHBIX JAHHBIX) — I[IOJIy4YEHHME BO3MOXKHOCTM 3allyCKa Ha BBIIIOJIHEHHE
IITATHBIX KOMaHJ, (YHKUMHA, MpoLexyp ONEpalMOHHON cHUcTeMbl (YHHUYTOKEHUS,
KOIIMPOBAHMSI, IEPEMEIICHUS U T.I1.), UCHIOJIHAEMBIX (DaliIoB MPUKIATHBIX IPOTrPaMM
Joctyn k mHGopMannu — BO3MOXKHOCTh NOJy4YeHHUs HH(OPMAIUK U €€ UCTIOJIb30BaHUs
3ammmaemas nHpopmanusa — nHdopMalus, SBISIOMASACT IPEAMETOM COOCTBEHHOCTH
U TOAJIeKAIIas 3alIUTe B COOTBETCTBUU C TPEOOBAHMSIMH MPABOBBIX JOKYMEHTOB WU
TpeOOBaHUSAMH, YCTAaHABINBAEMBIMH COOCTBEHHUKOM HH(OpMaLuu

HNurepuer — rnobanbHasi CcUCTEMa, OOBEAMHSIONIAS KOMIBIOTEPHBIE CETU U
UCIIONb3yeMas JUIs Iepefau U XpaHEHUs TaHHbBIX

HNudopmanmoHHble TEXHOJOTHM — IPOLECCHl, METOABl TOWCKA, cOOpa, XpaHEHHs,
00paboTKH, MpeACTaBIEHUS, PACTIPOCTPAHEHUSI MH(OPMALIK U CIIOCOOBI OCYIIIECTBIECHUS
TaKMX IIPOLECCOB U METOJOB

Hcnonb3oBaHue mepcoHANbHBIX JAHHBIX — JIEWCTBHA (ONepanuu) ¢ NEPCOHATbHBIMU
JNAHHBIMM, COBEpLIAEMBIE ONEPATOPOM B LEIAX NPUHATHS PELICHUN WM COBEPILCHUS
WHBIX JCWCTBUH, MOPOKAAOINX IOPUINIECKHE TOCIEACTBUS B OTHOLICHHH CYOBEKTa
NEPCOHAIBHBIX JTaHHBIX WIHM APYTHUX JIML JIUOO MHBIM 00pa30M 3aTparuBarouivux Npasa u
cB000/1bI CyOBEKTa EPCOHATBHBIX JAaHHBIX WM IPYTHUX JIUI]

Hcrounnk yrpo3sl 0e3omacHocTH MHpOpManuUM — CyObEKT NOCTyIa, MaTepUalbHBIN
O0BEKT WM (PU3UYECKOE SIBJICHUE, SIBJISIOIIMECS MPUYMHOW BO3HUKHOBEHHUS YIPO3bI

0e30MmacHOCTH MHPOpMaLUU



KonTpoaupyemasi 30Ha — (QU3MYECKOE MPOCTPAHCTBO, B KOTOPOM TIOMUMO CyOBEKTa
INEPCOHAJIBHBIX JaHHBIX HCKJIIOYEHO NpEObIBAHUE MOCTOPOHHUX JIUI[ M MOCTOPOHHUX
TPAHCIIOPTHBIX, TEXHUYECKUX U MHBIX MAaTEPUAIIBHBIX CPEICTB

KonduaeHIHAIBHOCTh NMEPCOHANBHBIX JAaHHBIX — 00s3aTeNbHOE IJIS COOJIOJIEHUS
OIEpaTOpOM WM HHBIM IOJYYMBIIMM JOCTYI K IMEPCOHAIBHBIM JIAHHBIM JIMIIOM
TpeOoBaHKE HE JIOMYCKaTh MX pacIpOCTpaHEeHUs: 0e3 coryacus CyObeKTa MepCcOHANbHBIX
JAHHBIX WIA HAJIU4Hs HHOTO 3aKOHHOI'O OCHOBAHMS

MeraganHble — NEPCOHANbHBIE JAHHBIE, CO3/1aBAEMbIE 3JIEKTPOHHBIMU YCTPONCTBAMU
IPU UX UCIOJIB30BAaHUM YEJIOBEKOM, C €r0 BejiomMa Ui 0e3 TaKOBOTrO

Hapymurtenp 0e30MacHOCTH NMEPCOHATBbHBIX JAHHBIX — (U3NYECKOE JIHIIO, CIy4yaiHO
WIM TPEIHAMEPEHHO COBEpLIAIOLIECE JEHCTBHS, CIECICTBHEM KOTOPBIX SBIISETCS
HapyIieHue 0e30MaCHOCTH MEePCOHAIBHBIX JAHHBIX

HecaHKUMOHMPOBAHHBINA A0CTYN (HECAHKUMOHMPOBAHHbIE JAEHCTBHMA) — JOCTyI K
uHpoOpMaAlMM WM JEUCTBUS C HMH(OpManued, OCYIIECTBISEMblE C HapyLIEHUEM
YCTaHOBJICHHBIX TpaB M (WJIK) MpaBU AOCTyINa K MHPOPMAIMK WU ACHCTBUU C HEU C
OPUMEHEHUEeM INTaTHbIX CPEICTB HMHPOPMALMOHHOW CHUCTEMbl MM  CPEACTB,
AQHAJIOTUYHBIX MM TI0 CBOMM (PYHKUIMOHAJIBHOMY MpPEIHA3HAYCHUIO M TEXHUYECKUM
XapaKTepUCTUKAM

Hocurtens ungopmanum — Gu3nYECKoe JIMIO WIK MATEPUATbHBIA 0OBEKT, B TOM YHUCIIE
¢duznueckoe nose, B KOTOpoM MH(GOpMaIMs HAXOJUT CBOE OTPAXKEHUE B BUJI€ CUMBOJIOB,
0o0pa3oB, CHUTHAJOB, TEXHUYECKUX PEIIEHUH M  MPOLECcCOB, KOJIMYECTBEHHBIX
XapaKTEePUCTUK (PU3HMUECKUX BETUINH

OO0e31MYnMBaHHe TMEPCOHAJBHBIX JAHHBIX — JCHCTBUSA, B pE3ylbTare KOTOPBIX
CTAHOBUTCSI HEBO3MOXKHBIM 0€3 HCIIOJIb30BaHMUS JIOMOJHUTENBHOW HMH(pOpMaLUU
OMPENENUTh TPUHAUICKHOCTh TMEPCOHANbHBIX JAHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHAIBHBIX JTAHHBIX

O0paboTka mNepCOHAJBHBIX [JaHHBIX — JEHCTBUA (aBTOMATU3UPOBaHHbIE U
HEaBTOMAaTU3UPOBAaHHbBIE)  C  NEPCOHAJIbHBIMU  JAaHHBIMM,  BKIoudas  cOop,
CHUCTEMATH3allUI0, HAKOIUICHUE, XpaHEHHUE, YyTOuHEeHHE (OOHOBIICHHE, W3MEHEHHE),
UCTOJb30BaHUE, pacHpocTpaHeHue (B TOM Uucle IHepenady), OOe3IMYMBaHUE,

6J'IOKI/IpOBaHI/Ie, YHUUYTOKCHHUC IICPCOHAIBHBIX JaHHBIX



OnnaifH-NIpUCYTCTBHE — TEPCOHAIbHBIE JaHHbIE YeNOBEeKa, JOCTYMHbIE B IHU(PPOBOU
cpene

Onaaiin-cepBuc — wuaeHTUGUIIUpPYEeMas BeO-aJpecoM MporpaMMHasi CHUCTEMa CO
CTaHAAPTU3UPOBAHHBIMM  HMHTepdelicaMu U MPEeNOoCTaBISAOLas  MOJIb30BATEIIO
OTIPEJICJICHHbIE YCIYTH, HAIPUMEP, TOCTYII K 0a3e JaHHBIX

Od¢aaiiH-npucyTcTBHE — NEPCOHAIBHBIC JAHHBIE YEJIOBEKA, JIOCTYIHBIE B PEATHLHOM
MHUpe

Oneparop (mepcoHAJNbHBIX [JaHHBIX) — TOCYJApPCTBEHHBIN, PETMOHAIBHBIA WIIH
MYHUIIMIAIbHBIA OpraH BJacTH, IOPUAMYECKOe WM (DU3MUECKOE JIMIIO, OPTaHU3YIoIlee
W/WIM OCYIIECTBIstonee 00paboTKy MEPCOHANBHBIX JIAaHHBIX, @ TAKXKE OIMpPEAeIsIONnIne
LEJU U CoJIepKaHne 00pabOTKH MEPCOHATBHBIX TaHHBIX

IlepexBatr (uHopmMaumu) — HENpPaBOMEPHOE TMOJdyuyeHHWe HUHPOpMAIMH  C
MCIIOJIb30BAHUEM TEXHUYECKOT0 CPEACTBA, OCYLIECTBIISIIOLIET0 OOHAapyKeHHe, IPUEM U
00paboTKy HH(OOPMATUBHBIX CUTHAJIOB

IlepconanbHble JaHHbIEe — JTI00ass MHPOPMALIHA, OTHOCSIIASICS K ONPEIACTICHHOMY WA
OmpeeNnsieMOMy Ha OCHOBAaHUM TakoW HHpoOpManuu ¢Gu3nUecKoMy JHUIy (CyObeKTy
MEPCOHATBHBIX JIAHHBIX), B TOM 4YHCIIe €ro ¢daMuius, UMs, OTYECTBO, JlaTa U MECTO
pOXKIIeHUs, aJipec, ceMeiHoe, COlMaIbHOE, UMYIIECTBEHHOE MOJI0KEeHHEe, 00pa3oBaHue,
npodeccust, T0X0abl, Ipyras HHHOPMAIIHS

IIpenocraBiieHne MePCOHAIBHBIX JAHHBIX — JICHCTBU, HANIPaBJIECHHbBIE HA PACKPHITHE
MIEPCOHABHBIX JAHHBIX OMPEACICHHOMY JIUILY WIH ONPEACICHHOMY KPYyTy JIUIL
IIpoduab — COBOKYNMHOCTh MEPCOHANBHBIX JTAHHBIX IOJIB30BATEINs], MPEAOCTABISIEMBIX
UM B 1IU(POBOI U peanbHOI cpefie, P ONpeAeIEHHOM THUITE B3aUMOIeHCTBUS
Pa3peumienue Ha HMCHOJIb30BaHHE MEPCOHAJBHBIX JAHHBIX — pPa3pelIeHHE CyObeKTa
NEPCOHAIBHBIX JAHHBIX, KOTOPOE OH JAeT 3aMHTEPECOBAHHON CTOPOHE Ha MOJIy4YEHHE,
cOop, XpaHEHHE U HCII0JIb30BAHNE TIEPCOHATILHBIX JAHHBIX O ce0e

PackpbiTHe NEPCOHAJBLHBIX JAHHBIX — YMBIIUICHHOEC WIM CIIy4allHOE HapyIlICHHE
KOH(UIEHIIMATBHOCTH NIEPCOHATBHBIX TAHHBIX

PacnpocTpaHeHune nepcoHAJbHBIX JAHHBIX — JICHCTBUS, HalpaBlICHHbIC Ha IMepeaavy
NEPCOHAIBHBIX JAHHBIX OIMpPEACTCHHOMY KpyTy JHIl (Tepeaada NepCoOHATbHBIX JTaHHBIX)

HJIM Ha O3HAKOMJICHHEC C MEPCOHAIBHBIMA JAHHBIMHW HCOTPAHUYCHHOI'O Kpyra JInI, B TOM
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yrcie OOHApOJOBaHME NEPCOHATBHBIX TAHHBIX B CPEACTBaX MaccoOBOM HH(pOpMAaIu,
pa3mMelnieHue B MHGOPMAaLMOHHO-TEJIEKOMMYHHUKAIIMOHHBIX CETAX WA MPEIOoCTaBICHHE
JIOCTYTa K EPCOHAIbHBIM JAHHBIM KaKUM-JIMOO HHBIM CIIOCOOOM

Pecypc wuHdopManmuOHHON CHCTeMbI — HMMEHOBAHHBIA 3JIEMEHT CHCTEMHOIO,
NPUKJIAJHOTO WIHM armapaTHoro obecrneueHus (QyHKIMOHUPOBAHUS HH(POPMAIMOHHON
CUCTEMBI

ConepxaresbHble JaHHbIE — [IEPCOHAIIBHBIE JaHHBIE, CO3/1aBAEMbIE YEJIIOBEKOM, B TOM
YHUCJIC TEKCTOBBIC cooOmeHus, (ororpaduu, BUIEO- W ayaUO3AIMCH, IEpPeIaBacMbIe
yepe3 HTepHeT daitibl

ConunajnbHasi HHXKEHEPHUs — COBOKYITHOCTh IIPUEMOB, METOJIOB U TEXHOJIOTMI CO3JaHUS
IPOCTPAHCTBA, YCJIOBUM U OOCTOSTENBCTB, KOTOpPbIE MaKCUMaJIbHO 3(PQHEKTUBHO
NPUBOIAT K KOHKPETHOMY HEOOXOJIMMOMY pPEe3yJbTaTy, ¢ UCHOJIb30BAaHHEM COLIMOJIOTUU
U TICUXOJIOTUU. B KOHTEKCTe NaHHOIrO JOKYMEHTa — MPUBOMSIIME K PE3yJIbTaTy YTEUKU
NEPCOHAIBHBIX JAaHHBIX W/WJIM yIIepOy IMOJIb30BaTelNs WM TPEThEHl CTOPOHBI — KEPTBBI
COLMAJIbHON MHXXEHEPUHU

CouuanbHasi cetb — miatgopma wid BeO-CEpBUC, HANPABICHHBIN Ha BbICTpAaWBaHUE,
OTPaXEHUE W OPraHM3alMI0 COLUAIBHBIX B3aMMOOTHOIIEHUN MEXKIYy IOJIb30BATEISAMU
(BKJIIOYAsi HE3apETUCTPUPOBAHHBIX B CETH)

TexHuyecknii KaHaJ yTeYKdM MH(OPMAIMU — COBOKYIHOCTh HOCHUTENSI MH(POpMAIIH
(cpenctBa 00pabOTKH), GU3UIECKON CpPeIbl pacCIPOCTPAHEHUSI MHPOPMATUBHOTO CUTHAJA
U TEXHUYECKUX CPEJICTB, KOTOPBIMU JOOBIBACTCS 3aluiaemasi iHpopMaius
TpaH3uTHBIA MHP — NPOMEXKYTOUHOE COCTOSIHUE SKOHOMHKH, CIIOKMBIIEECS Ha
CErOJIHSIIHUI J€Hb M XapaKTEepU3YIOUIeecs IMpOLEcCaMH Mepexoda OT KIACCUYECKHUX
MOJIENIeH U TEXHOJIOTHI OpraHu3aIiy KU3HEACITEILHOCTH K IH(PPOBBIM

Yrpo3bl 0e30MacHOCTH MEePCOHATBHBIX JAHHBIX — COBOKYITHOCTb YCJIOBUM U (DaKTOPOB,
CO3JA0LINX ONACHOCTh HECAaHKIIMOHWPOBAHHOTO, B TOM YHCIE CIy4YallHOTO, JOCTyIa K
NEPCOHAJIbHBIM  JAaHHBIM, PE3yJbTaTOM KOTOPOIO MOXET CTaTh YHHUYTOKEHHUE,
U3MEHEHHE, OJIOKUPOBAHUE, KOMMPOBAHUE, PACIIPOCTPAHEHUE MEPCOHANBHBIX JIaHHBIX, a
TaK)Ke MHBIX HECAHKIIMOHUPOBAHHBIX JIEHCTBHUH MPH MX 00paboTKe B MHGOPMAIIMOHHOM

CUCTCMC IICPCOHAJIBHBIX JaHHBIX



YHUYTOXKeHHEe TMEePCOHANBbHBIX JaHHBIX — JICWCTBUS, B peE3yJbTaTe KOTOPBIX
HEBO3MOXHO BOCCTAHOBUTBH COJIEp’KaHUE MEPCOHANBHBIX JAHHBIX B MH(QOPMAIMOHHOU
CUCTEME TNEPCOHAIBHBIX [JAHHBIX WJIM B PE3yJbTaT€ KOTOPBIX YHUYTOKAKOTCS
MaTepHaJIbHbIE HOCUTENH MEPCOHATIBHBIX JaHHBIX

Yreuka  (3amumaemMoi) uWHPOpMANUMM 1O  TeXHHMYECKHM  KaHajgaM  —
HEKOHTPOJIMPYEMOE pPACIpOCTpaHEHWE MHPOpPMALUMU OT HOCHUTEN 3allUIlaeMOn
uH(popMalu yepe3 GU3NUECKYI0 Cpely 10 TEXHHUUYECKOrO CPEJICTBA, OCYIIECTRISIONIETO
nepexBaT nHHOpMauu

Va3BUMOCTb — CJ1a00OCTh B CPEICTBAX 3alIUThl, KOTOPYIO MOXXHO HCHOJIb30BaTh IS
HApYUICHUS CUCTEMbI WIH COZepIKaIIeics B Heil nH(popmauu

LenocTtHocTh MHGOPMAMH — COCTOSIHME HH(POpPMALMU, IPU KOTOPOM OTCYTCTBYET
ar060e ee U3MEHeHHe JIMOO H3MEHEHHE OCYIIECTBISIETCS TOJIBKO IPEeIHAMEPEHHO
cyObeKTaMu, UMEIOLMMHU Ha HETO MPaBo

HudpoBas TeHb — nUPpoBOE MPUCYTCTBHE, OCYLIECTBIIAIONIEECS O€3 y4acTHsl CaMOro
CyOBeKTa 3a CYET JEeSITENFHOCTH M YCTPOMCTB TPETHUX JIHI

HudpoBasi 3KOHOMHUKA — XO34MCTBEHHAsl JI€ATEIbHOCTb, KIIIOUEBBIM (HAaKTOPOM
MPOU3BOJICTBA B KOTOPOWM SIBISIIOTCS JaHHbIE B HHU(PPOBOH Qopme, U KoTopas
croco0cTByeT  (OPMHPOBAHUIO  HMH(POPMAIIMOHHOTO  TPOCTPAHCTBA, a  TaKke
(bOpMUPOBAHUIO HOBOW TEXHOJOTHYECKOW OCHOBBI JUISI COIMATBHOW U DKOHOMUYECKOM
cdepsl

LudpoBoe mnpucyrcTBHEe — TIOCTOSHHOE Yyd4acTHe B oOMeHe wuHopManuen u
B3aMMOJICHCTBUE BHE 3aBUCUMOCTH OT MECTONOJOXKEHHUs, HeoOXoaumoe s
oOecrieyeHust MPOU3BOJICTBEHHOM 1eATeTbHOCTH U A((HEKTUBHOTO OOIICHHUS

Hudposoii ciaexq — pe3yabTaT IMUGPOBOTO MPUCYTCTBUS, OCYIIECTBICHHOTO CaMUM
CcyOBEKTOM 3a CYET JeATEIHHOCTH U C IIOMOIIIbIO CBOMX YCTPOMCTB

Hu¢poBoii mramMm — COBOKYHHOCTh IHUGPOBBIX TEHEH M IHUQPOBBIX CIIEIOB

MOJIH30BaTEsA, JOCTYIHBIX B IIU(PPOBOH cpesie



2. Oo6mmmue noJoKeHusa

2.1. AKmya/abHOCMb memul

B Hacrosimee BpeMs LU(]pPOBOE MPUCYTCTBHE, ONpPENEIsieMOe KaK IMOCTOSHHOE
ydyactie B oOMeHe uH(popManueil U B3aMMOJACWCTBUE BHE 3aBUCHUMOCTH OT
MECTOIOJIOKEHUSI CyObeKTa, IMOIy4yaeT Bce OOJblIee paclpoCTpaHEeHUE, CTAHOBUTCS
HEOOXOAMMBIM  (AaKTOpOM  OOecreyeHus POM3BOJCTBEHHOW  JIEATENIBHOCTH U
s¢dexktuBHOrO 00IIeHNA. [[71s1 €ro opraHu3auy UCTIONB3YIOTCSA SJIEKTPOHHBIE TPHUOOPHI,
a TaKKe 3HAYUTEJIbHOE YMCIO OOBEKTOB (PU3MYECKOro Mupa (JIMLO YesIOBEKa, HOMEpa
apTomobmneit wu T1.4.). [lpm »TOM mmdpoBoe mNPUCYTCTBHE MOXKET OBITH Kak
KOHTPOJUPYEMBIM, TaK W BBIHYXIACHHBIM, TO €CTh OCYILECTBIISAIOIIMMCA 0€3 ydacTus
camoro cyObeKTa oCpeaCTBOM JAEATEIbHOCTH U YCTPOUCTB TPETHHUX JIULI.

Jnst opranuzanuu 3¢p¢GeKTUBHOTO HU(POBOro MPUCYTCTBUS YeJIOBEKa HEOOX0IUMO
onpezeneHue TpeOyroIerocs €My YpOBHS B3aUMOJEWCTBUS, KAHAJIOB U CPEACTB €ro
peanu3anum, ooObeMa nepeaaBaeMon HHGOPMAINH, a TAKXKE BEIOOpP M BHEAPEHUE CPECTB
3auuThl. [Ipu 3TOM mepcoHanbHBIE JaHHBIE — 3TO KIIOYEBOW (akTop LUPpPOBOro
IPUCYTCTBUA, T.K. OHU HEOOXOJIMMBI KaK JJis €ro OpraHu3alii, TaK U COCTABIIAIOT B
3HAUUTEIHLHOM KOJIMYECTBE CIy4aeB ero cojaepkanue. Takum oOpa3zoM, 3QpdEeKTUBHOCTD
U 0e30MacHOCTh IM(PPOBOTO TPUCYTCTBUS BO MHOTOM 3aBHUCIT OT KYJBTYPHI
MIPOM3BOJICTBA U PACTIPOCTPAHEHUS IEPCOHATBHBIX JAHHbIX.

B Hacrosimee Bpemsi mojasisitoliee OOJBIIMHCTBO Ipa)</aH BCEX BO3PACTOB HE
UMEIOT HH(pOpPMAaMKA O TOM, KaKWe MEPCOHAIBHBIC JaHHBIE OHH IMPOU3BOJAT, KOMY, C
KakoM 1enpl0 M B KAakOM oObeMe uX mepenaroT. Takoe IOBEJEHHE HE TOJIbKO
HEO(PPEKTUBHO C TOUKH 3PEHUSI UCTIOIB30BAHHS PECYPCOB MU(POBON IKOHOMHUKHU, HO H
OIIaCHO.

DecKOHTpOJIBHOE ~ PACIPOCTPAHEHUWE  NEPCOHAIBHBIX  JAaHHBIX  SIBJISETCS
CYHIECTBEHHOW YTpO30M Il YacTHOM JKU3HM Juna. OIHOBPEMEHHO, AaKTHUBHOE
oOpaleHne JaHHBIX, MOJABIISIONIEe OOJIBIIMHCTBO U3 KOTOPHIX OTHOCHMBI K KaTeropuu
NEPCOHAIbHBIX, ABISAETCS 0a30BBIM YCIOBUEM JMHAMHYHOTO Ppa3BUTHS TEXHOJOTUU
Oonbiux AaHHbIX. [Io cyTu, OoJblIMe AaHHBIE SKCILTYaTUPYIOT O€CIEeUYHOCTD JIOAEH O

OTHOUIEHUIO K HMH(popManmuu o cebe, Mpu 3TOM HAXOAACh B CEpPOM IIPABOBOM IIOJIE,
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NpeXxae BCero, He coOmonas ueau oOpaOOTKH, A KOTOPBIX MEPCOHAIBHBIE JaHHBIC
Obti ToNy4yeHbl. Ha nmio ¢yHmameHTaapbHOE NPOTHBOPEYUE MPHHIUIIOB OOJBIINX

JaHHBIX C KOHHGHHHCﬁ OXpaHbI YaCTHOM JKU3HH.

2.2. KoHyenmyasabHble N0dX00bl

3aKOHOJATENBCTBOM O 3alllUT€ TMpaB CyObEKTOB NEPCOHANbHBIX JAAHHBIX
IPEeIyCMOTPEHbl TPU TPYMIBl METOAOB 3aIUTHI, MPUMEHSIEMBIX B HH()OPMALMOHHBIX
CHUCTEMAaX MEPCOHAJIBHBIX JaHHBIX: IIPaBOBBIC, TEXHUYECKHE, OpraHU3Al[MOHHBIE.
[TpoaHanu3npoBaB IO aHAJOTMU BO3MOXHOCTb HCIIOJIB30BAHUSI TEX KE METOJAOB IS
3aIUThl (PU3MYECKUMU JINLIAMHU CBOHMX MEPCOHAIBHBIX JAaHHBIX, OYE€BUHO, YTO IPABOBOM
U TEXHUYECKUUA METOJbI SABJISIOTCS HE CTOJIb NPUMEHUMBIMU B MHJAWMBHUIYaJbHbIX LIEJSX:
NEPBBIA 10 MPUYMHE OOBEKTUBHOIO OTCTAaBaHWS HOPMATUBHO-IIPABOBBIX AKTOB OT
peanuii pazButusa UGPOBOro MUpa, BTOPOM BCIEJCTBUE, KAaK MPABUIIO, HEIOCTATOYHOIO
YPOBHS TEXHUYECKON IPaMOTHOCTH JIMLA U HEJOCTYITHOCTH JIOCTOBEPHOIN MH(POpMALIUU O
KOHKPETHBIX cXeMmaX (PYyHKIMOHUPOBAHUS MCIOJIb3YEMbIX KM O00OpYyJIOBaHUS U
nporpamm. IIpu 3TOM OpraHM3anMOHHBIA METOJ 3aIUTHl COOCTBEHHBIX MEPCOHATBHBIX
JAHHBIX SBJISIETCS PEaJbHBIM K MPUMEHEHUIO (PU3NYECKUM JIMIIOM B CHIIYy BO3MOXHOCTHU
OCO3HAHMSI U KOHTPOJS BCEX CBOMX JCMCTBHII Ha JIOOBIX JTamax oOpraHU3aluu
muppOBOr0 TMPHUCYTCTBUS, a TaKkKe MO TMPUYAHE HUMEIOMICHCS BO3MOXKHOCTH
HUBEJIUPOBAHUS 3HAYUTEIHHOIO KOJIMYECTBA MOTECHIMAIBHBIX MH(POPMALMOHHBIX YIpo3
CO CTOPOHBI 000PYAOBaHUS U MPOTPAMM, & TAK)KE TPETHHUX JIMII.

MeTtonnyeckrue peKkOMEHAAINH MO OpPraHu3allMOHHON 3anmuTe GU3NYECKUM JIULIOM
CBOMX  MEPCOHAIbHBIX  JIAHHBIX  SIBISIIOTCS  WMH(GOPMAIMOHHO-UHCTPYKTUBHBIM
JOKYMEHTOM 0a30BOTO YPOBHSI, MPEAOCTABIISIOIINAM JTIOOOMY COBEPIIICHHOJIETHEMY JIUILY
MPAKTUYECKYI0 MH(OPMAIIUIO [0 OPTaHU3allMU CBOEH JESTENBHOCTH B YKa3aHHOU cdepe.
JIoOKyMeHT BKJIIOYaeT B ce0si 0a30BbIe MOEIH WH(POPMAIIMOHHBIX YIPO3 M HAPYIIUTES,
OMHCAHWE TIyTeHd TPOTUBOACUCTBHUS aKTyallbHbIM HMH(GOPMAIIMOHHBIM  yIpo3aMm,
NPUHLHUIIOB, METOJOB W MHCTPYMEHTOB OpraHM3alud HHU(PPOBOrO MPUCYTCTBUSA
(KOHTpOJIUpYEMbIE 30HBI, MPOGUIN, HACTPOMKA anmapaTHO-IPOrPaMMHOI0 KOMILIEKCA,
npaBwia OHJAH W odnaiiH mpucytctBus W T.1.). Mcmons3oBanue MeToanmuecKkux

pEeKOMEHAAIMi TO3BOJSET ONMPEACIUTh WHAMBUAYAIbHBIC LIETW W 3aJaud HU(PPOBOro



NPUCYTCTBUA CyOBEKTa, MPHUHATH pelieHne 00 oO0beMe MPOU3BOJCTBA IMEPCOHATBHBIX
JAHHBIX U HX PAclIpOCTPAHEHUH, BHIOpaTh CHOCOOBI OIUIATBI MOTPEOISEMBIX YCIYT,
BbIpAa0bOTaTh MEPHI 3ALUTHI U MPaBUiIa MOCTPOCHUS HH(OPMALTMOHHOTO B3aUMOJICHCTBHYS,
a Takke CHOPMHUPOBATH HEOOXOMUMBIA  ammapaTHO-TPOTPAMMHBIH  KOMILIEKC,
BbIpabOTaTh M pealn30BaTh OPraHU3ALUMOHHYIO CTpPATerui0 B c(epe MepCOHAIbHBIX
JAHHBIX, BHEJAPUTH MEPHI U TPaBUiIa OHJIAWH U O()IIaiiH IPUCYTCTBHUS.

B pasButue MeTtoauueckux peKOMEHJALMHA 110 OPraHMU3AaLMOHHOM 3aluTe
(U3NYIECKUM JINLIOM CBOMX IMEPCOHAIBHBIX JAHHBIX IUIAHUPYETCS pa3pabdoTkKa y4eOHBIX
nporpamm JUisl CTyAEHTOB M IpenojaBareneii BY30B, IIKOIBHUKOB, JOMIKOJbHUKOB,
YUYUTEIICH, POJMUTENEN M IIMPOKOrO Kpyra 3aMHTEPECOBAHHBIX JIML. MeToaudeckue
PEKOMEHIAIIMK MOTYT OBITh HCIIOJIb30BaHBI KaK CaMOCTOSITEIbHBIA OpraHU3alMOHHO-
TEXHUYECKUI KOMIUIEKC, a TAaKXKe JIeYb B OCHOBY CO3JIaHHS aIIapaTHO-NPOTrPAMMHOTO
NpoAyKTa Ha 0a3e MPHUHIMIIOB M MEXaHW3MOB perjiaMeHTa IU(PPOBOTO MPHUCYTCTBHS.
[TpennoxeHHble MOAXOAbI MOTYT OBITh HCHOJB30BaHbl JJISI COBEPILIEHCTBOBAHUSA
MEXaHU3MOB PEryJIHpOBaHUA LU(PPOBON HSKOHOMHUKH, B TMEPBYIO oOuepens, cheps

MMCPCOHAJIBHBIX TaHHBbIX.

3. basoBasg Mojesib Yrpo3 0€30MaCHOCTU MNEePCOHAJIbHBIX

JAAHHbIX PU3HYECKOro JIMLA

IIpuBenennas Huwxe Moaenb yrpo3 COIEPXKUT KpaTKUM IIepedeHb yrpo3
0€30MaCHOCTH MEPCOHANBHBIX JAaHHBIX (PU3MUECKOIO JIMIA. JTU YIpo3bl 0O0YCIOBIECHbI
npeIHaMEepeHHBIMH WM HENpeJHaMEepeHHBIMH  JCUCTBUSAMHU (U3UYECKUX JIUII,
3apyOEKHBIX CHELCTyK0 UM OpraHu3alui (B TOM YKCIIE TEPPOPUCTUUYECKUX), a TaKKe
KPUMHHAJIBHBIX TPYHNIHPOBOK, CO3AAIOIIUX YCIOBUS (IIPEANOCHUIKH) Ul HAapyLIeHUs
0€30MaCHOCTH TMEPCOHANBHBIX JAaHHBIX, KOTOPOE BEIET K YIIEpOy >KU3HEHHO BaXKHBIX

WHTEPECOB JUYHOCTH, OOIIIECTBA U TOCYIapPCTBRA.



3.1. AKkmya/ibHble UHHOPMAYUOHHbBIE Y2POo3bl HU3UYEeCcK020 Auya

B orHomiennn ¢uzmueckux Uiy HamboJee BEPOSATHA yrpo3a HEMPaBOMEPHOTO
JOCTyNa K WX TIEPCOHAJIbHBIM JaHHBIM JIs 3aBJAJICHHUS JINYHOH WHQPOpMAIUed u
JTATBHEHINEr0 WCIOIh30BaHUS B KOPBICTHBIX W MPOYMX IMPOTHUBOIPABHBIX MemsX. llpu
BO3HUKHOBEHHH YT'PO3BI CO CTOPOHBI TOCTOPOHHETO (PU3NYESCKOTO JIMIIA WIIA TPYIIIIBI JIUIL
1eNbl0, Kak TMpaBWiIO, CTaBUTCS HaHeceHWe (uHaHCOBOro ymepba cyObekty
NEPCOHAIBHBIX  JIAHHBIX.  3aWHTEPECOBAHHBIC  JIMIIA  MOTYT  MaHHITYJUPOBATH
NEPCOHATIBLHBIMUA JAaHHBIMU C IIEJIbI0O OKa3aHMs JIaBJICHUS HA CyObEeKTa W NMPUHSITHE UM
BBITOJIHOTO HApYIIUTEN0 pemeHusi. IHOCTpaHHbBIE CIENCIyKObl M OpraHU3allid MOTYT
CTaBUTH IIENIBIO JIECTAOMITU3AINI0 SKOHOMUYECKON, COIIMATbHON M TIOJUTHYCCKON JKU3HU
pPETMOHA WM LEJIOTO TOCYJapCTBa.

YTpo3sl JaHHBIM, 00pabaThiBaeMbIM B HH()OPMAITMOHHBIX CUCTEMaX, CBS3aHbI:

® C MepexBaTOM IEPCOHAIBHBIX JIaHHBIX MO TEXHUYECKHM KaHaiaMm (C IeNIbI0 MX
KOITMPOBAHMSI H/WJIK HEMTPABOMEPHOTO PACIIPOCTPAHEHUS U UCTIOIb30BaHNS;

® C HECaHKIMOHMPOBAHHBIM, B TOM YHCJE CJIy4YalHBIM, JOCTYIIOM B
uHOPMAIIMOHHYI0 ~ cucTeMy  (C  IIeNbl0  W3MEHEHMs,  KOMHPOBAHUS,
HEMIPABOMEPHOTO PACIIPOCTPAHEHUS WIIH YHUYTOKCHUS JTAHHBIX ).

CTOUT OTMETHUTH, YTO TIEPEXBAT JJAHHBIX MO TEXHUYECKUM KaHallaM MEHee aKTyaseH
JUTSL ISATEIPHOCTA KOHKPETHOTO TIOJIb30BATENIs, MOATOMY B TNPUHATHU JIMYHBIX MEP
0€301MacCHOCTH CTOMT aKIICHTUPOBATHCS HA MPEOJIOJICHUN YIPO3 HECAHKIIMOHUPOBAHHOTO

JOCTYTIA.

3.2. leneesas uHghopmayus u cpeda ee coopa

[TudppoBoe mpucyTcTBHE HEN30€KHO COCYLIECTBYET C TAKUMH SIBICHHUSIMH, Kak
«uupoBort crem» u «uuppoBas TeHb». LludppoBas TeHr — 310 WHDOpPMAaIMS,
co3/1aBaeMasi O JIIOJSIX aBTOMAaTHYECKH ITOCPEACTBOM JEATEIbHOCTH U YCTPOUCTB TPEThUX
i, a UUGpPOBOM clies] — JaHHBIE, CaMOCTOSTEIBHO IepelaBaeMble CyOBEKTOM B
MQPPOBYIO Cpedy, TaKWe, KaK AJICKTPOHHBIC MHCHhMa, PETUCTPAIMOHHBIC JTaHHBIC Ha
caifTax COIMaNIbHBIX ceTel, poTorpaduu, reono3UIHUH U T.I1.

B orHomenun uHdopmanmu, pazMeniaeMod M pa3MELIEHHON B BHUPTYaJIbHOM
IOPOCTPAHCTBE, MOYKHO BBIJEIUTh JiBa Kputepus kiaccuduxanuu. IlepBeiii — 1o
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XapaKTEePUCTUKE MEPCOHANBHBIX JaHHBIX: MU(POBOW Clel WIH T€Hb, TO €CTh CBOMMH
AKTUBHBIMU JIEUCTBUAMH pa3MeliaeMoid HHPopMaluu, TU00 1eUCTBUSIMH TPETbUX JUI U
ycTpoiicTB. BTOopoit — mo mnpusHaky cpeabl: pacnpocTpaHseMod Mo (U3NYECKUM
KaHajiaM, 10 KaHajlaM TesieOHHOM CcBsi3U UM yepe3 HTepHer.

Kpome Toro, nepcoHanabHble JaHHBIE Pa3JESAIOTCA Ha COAEpIKATEIbHBIE IAaHHBIE U
MeTaJlaHHble — «IaHHble O JaHHbIX». K cojep)kaTrenbHbIM JaHHBIM, CO3/1aBAEMbIM
YeJIOBEKOM WJIM YCTPOMCTBaMH, OTHOCSITCSI TEKCTOBBIE, BHJI€O- U (OTO- COOOIICHHUS,
pasroBOpHI, mepenaBaeMbie dyepe3 MHTepHer daiinpl. MeragaHHBIE CO3AIOTCSI TOJIBKO
AJIIEKTPOHHBIMU npubopamu: cookie-gaiibrl B Opay3sepe, Ky pHAJIbI
BXO/ISIINX/UCXOALINX 3BOHKOB, I'€OMO3UIIMOHHBIE METKU B (oTOrpadusx Mmpu ChbEeMKe,
BU/JIEO0-, AyJINO- MOHUTOPHUHT U T.II.

WHTepHeT 3amojiHeH MHOXKECTBOM LH(POBBIX CIIEZOB M TEHEH, BCE U3 KOTOPBIX
MOTYT UCIOJIb30BAThCSl JJIsl aHAJIU3a MOBEJIEHUS MOJIb30BATENSI U C MMOMOIIBI0O KOTOPBIX

9TO MMOBCACHUC MOKCT KOPPCKTHPOBATLCA U HAIIPABJIATHCA B HYXKHOC PYCJIO.

3.3. OnpedeseHue aKmya/nbHbIX yz2po3 6e30NACHOCMU NepPCOHA/NbHbBIX

JaHHbLIX

Yrpo3pl ¢ NpUMEHEHHWEM MPOrPAMMHBIX M IPOTPaAMMHO-AIAPATHBIX CPEJCTB
peam3yIoTCsl IPH OCYIIECTBICHUU HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIE CIyYailHOTO,
JOCTyTa, B PE3yJbTaTe KOTOPOTO OCYIIECTBISCTCS HapylleHHWe KOHQUICHIINATHHOCTH
(komupoBaHUE, HECAHKIIMOHUPOBAHHOE PACIPOCTPAHEHHUE ), IEIOCTHOCTH (YHUUTOXKEHHUE,
U3MEHEHHNE) U JIOCTYMHOCTH (OJOKHpOBaHME) MEPCOHAIBHBIX JTAHHBIX, U BKIIIOYAIOT B
ceds:

® VYrpo3bl yTEUKH TICPCOHATBHBIX JaHHBIX C CepBepa omeparopa
NEPCOHANBHBIX JaHHBIX. OJMH W3 CaMbIX aKTyalbHBIX THIIOB YIpo3 B
mudpoBoii  cpene  OOYCIOBIIEH HEAOCTATOYHBIMHU  3aKOHOJATEIHHBIMU
MEpaMd B OTHOIICHWW  OINEPaTopoB  TMEPCOHAIBHBIX  JIaHHBIX,
CHOCOOCTBYIOIIMMU HE COOJIOZCHHEM HEOOXOAMMBIX MeEp IO 3alluTe
NIEPCOHANBFHBIX JaHHBIX. YTPO3a BO3HUKACT MpPH Tepenade NepCOHATBHBIX
JAHHBIX OIEPaTopy, HE 3aMHTEPECOBAHHOMY B THIATEIHHOW MpPOpabOTKe

Mep 3allUThl JOCTyNa K XpaHUMBIM Ha €ro cepBepax MepCOHAIbHBIM
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JaHHBIM W JOIMyCKarouieMy (HENpeJHAMEPEeHHO WM MpeIHaMEpEeHHO)
YTEUKH MEePCOHAIBHBIX TaHHBIX;

yIpo3bl A0CTyIa (MPOHUKHOBEHUS) B ONEPALMOHHYIO Cpeay yCTpPOWCTBa C
UCIIOIb30BAHUEM  IITATHOTO MPOrPAaMMHOTO obOecredyeHus (CpelcTB
OMEpallMOHHOW  CHUCTEMbl WJIM TPUKIAAHBIX  OPOrpaMM  OOIIEro
MPUMEHEHHUS] ) OPa3IeSI0TCs Ha:

1. Yrpo3bl HENmocpeACTBEHHOrO MAOCTyMHa. 3JOYMBIIIJIEHHUK MOXET
NOJYyYUTh JOCTYNl K YCTPOWCTBY WM PECypCy, COAEpKaIeMy
NEepCOHANbHBIC  JIaHHBIE, OCTaBIEHHOMY ©0€3 MpHCMOTpa ¢
HE/I0CTaTOYHOM CTENEeHbIO 3aIIUTHI JOCTYTIA;

2. YTpo3bl yNAJICHHOTO JOCTYMA. 3J0YyMBIIUICHHUK MOXET MOJIY4YHTh
JOCTYI K YCTPOMCTBY UJIU PECYPCY C UCIOJIB3YEMbIMU J€(POITHBIMU
(o yMOJT9aHUIO) TAaHHBIMH JJISl aBTOPU3AIH; JTHOO OCYIIECTBUTH TO
KE camMoe MOCPEICTBOM B3JIOMa HECTOMKUX CHCTEM 3alllUThI;

yIpO3bl  CO3MIaHWS  HEMITATHBIX  PEXKUMOB  pabOTHl  MPOTPAMMHBIX
(mporpaMMHO-aImapaTHbIX) CPEACTB 32 CUET MpeTHAMEPEHHBIX N3MEHEHHI
CITyKEOHBIX JTaHHBIX, WTHOPUPOBAHMSI, TPEIYCMOTPEHHBIX B IITATHBHIX
YCIIOBHSIX OTPAaHWYCHWN HAa COCTaB M XapaKTEPUCTHKH 0OpadaTbiBacMOn
uHpopManum, UcCKakeHUs (MoaudUKauu) caMuX JaHHBIX W T.M. Takue
yTPO3bl MOTYT BO3HHKHYTh B CIydae HCIIOJIb30BAHUS HEIUIEH3MOHHOTO
WIA  CKOMIIPOMETHPOBAHHOTO  allapaTHOTO  WJIH  MPOTPAMMHOTO
0o0cCIICUCHMS;

yTPO3bI BHEIPEHUS BPEIIOHOCHBIX porpamm (mporpaMMHO-
MaTEeMaTH4eCKOTO BO3JICHCTBUSA). Takue YIpO3bI HauoOomee
pacmlpoCTpaHeHbl W MOTYT BO3HHKATh TNPH TOCEHMICHUH COMHHUTEIBHBIX
pecypcoB (K IpuUMepy, He UMEIOIIUX MOATBEPKICHHOTO cepTUudUKaTa Uiu
UCTIOJB3YIOMUX JUIS JIOCTyNa HE3alUIEHHbIE IPOTOKOJIBI  CBS3H),
YCTaHOBKHU HEJIUIIEH3UOHHOTO WA CKOMITPOMETHUPOBAHHOTO
IpOTrPaMMHOI0 0OeCTIeueHUS;

yIpo3bl METOAAMHU COLMAJIbHOW HWH)KEHepHH. JlaHHBIM BUI YIrpo3

PCAIMU30BBIBACTCA 3JIOYMBIINIJICHHUKOM HCJICHAIIPABJICHHO B OTHOLICHHUH
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NOJIB30BATENsl W/UIM TPEThUX JHL. BEpOSTHOCTh BO3HUKHOBEHHS YTPO3bI
JAHHOTO THIIA BO3pacTaeT NpU MyOJIMKAMU MEpPCOHAIbHBIX JAHHBIX B
OTKPBITBIX MCTOYHMKAX B LU(POBOH cpene, a Takke MpU HECOOI0ICHUU

AO0CTATOYHBIX MCP 11O 3alIUTC CBOUX IMCPCOHAIBHBIX JaHHBIX.

4. ba3oBad Moje b HAPYUIUTEIs

B kadectBe HapymuTens paccMaTpuBaeTCs JH000€ JIUIO0 UM IPyIIa JIUL, KOTOpOoe
OCYIIECTBJISIET, MOXET OCYUIECTBUTh WM OCYIIECTBMJIO OOpabOTKYy IE€pPCOHAIbHBIX
JAHHBIX IPA OTCYTCTBUU COOTBETCTBYIOILIETO PA3PELICHUS WIA C HAPYLIEHUEM YCIOBUU
TakoBoro. Hapymmurenem MOXeT SBIATHCS KaK (U3NUECKOE JIMLIO WIK IPYyIIa JUL, TaK U

OpraHM3alys, a TAKXKE CIELCITYObI M OpraHbl BIACTH (B TOM YHUCIIE U 3apyOexKHbIE).

4.1. O6wue nos034ceHuUs

HpI/I OpraHu3alvy 3alIUThI I/IH(l)OpMaI_II/II/I, B TOM YHUCJIC IIPH 3al0UTC IICPCOHAJIIbHBIX
JaHHBIX OpPraHU3allMOHHBIMU MEpaMu, ITIOMUMO MOACIIN YI'po3, HGO6XOI[I/IMO YYUTLIBATDH
MOJCIIb HAPYHIHUTCIIA. I_ICJ'II: B pa3pa60TI<e TaKOM MOJICIHU 3aK/II0YacTCs B aHaJIM3e
BOBMO)KHOCTCfI, KOTOPBIM TMOTCHIUAJIBHO MOKCT 06J1aI[aTB 3JIOYMBIIIIJICHHUK TIPpHU

OpraHMU3alHru IMOMBITOK JOCTYIIA K 3alllMIIIACMbIM IICPCOHAJIbHBIM JaHHBIM.

4.2. Kaaccudukayus Hapywiumesetl

Cpenu MOTEHITMAIBHBIX HAPYIIUTEICH MOXKHO BBIJICIIUTD JIBA TUIA:

. HapyIIUTENeH ¢ (PU3NYCCKUM JOCTYTIOM, PEaTU3yIONIUX YIPO3bl 0€30MaCHOCTH
MEPCOHATBHBIX JIAHHBIX TPU HEMOCPEACTBEHHOM JOCTYIE K yCTPONCTBAM H
CUCTEMaM, XpaHS;IINM ITIePCOHAIBHBIC IAHHEBIC,

. HapYIIUTENICH ¢ yAAJICHHBIM JIOCTYIOM, PEAIU3YIOIIUX YIrPo3bl 0€30IaCHOCTH
MEPCOHATBHBIX JIAHHBIX dYepe3 WHTEepHET W TPOYUMHU JTUCTAHIIMOHHBIMH
crocodaMu.

Jlist mostydeHusi OCTyIa K MEPCOHATBHBIM JIaHHBIM HapyIIUTENbh C YJIAJICHHBIM

JOCTYIIOM MOKET OCYHIECTBIISITH MEpEeXBaT OTKPHITON M 3amuppoBaHHON MHMOpMAIIIH,
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nepenaBaeMol M0 KaHajdaM CBSI3M CETAM OOINEro TIOJb30BaHUS W (WIH) CETSIM
MEXTyHApPOJHOTO HHPOPMALIMOHHOTO 0OMEHa, a TaKXKe IO JJOKAIbHBIM CETSIM.

Jro6omy HapymuTeno ¢ (GU3MYECKUM JIOCTYIIOM HEOOXOIUM HEMOCPEACTBEHHBIN
KOHTAaKT C YCTPONUCTBOM CyOBEKTa UJIU OMEepaTopa MEPCOHABHBIX JaHHBIX.

OnucanHasi MOJIENb HAPYIIUTEINS SIBISIETCST 0a30BOM M MOXET OBITh MCIOJIb30BaHA

JUI pa3pabOTKHU YaCTHOM MOJEIN HapyLIUTEIs.

5. Ilyru npoTHBOAelCTBHS  peajM3allud  AKTyaJIbHBIX

HHPOPMALUOHHBIX YTPO3

bazoBast monens nHMOPMAIMOHHBIX yTpo3 ¢u3uueckoro iuna u basoBas monens
HApPYIIUTENS MO3BOJIAIOT OMPEACTUTh KITIOUEBbIE MOAXOMbI K MyTSM MPOTHBOACHCTBUSA
pealM3aniy  aKTyaJlbHBIX ~ WHGOPMAIMOHHBIX  yrpo3. [Ipemnmaraemeiii  BEKTOP
OpEeanojaraeT BO3MOXKHOCTh OCO3HAaHHBIX JEMCTBUH JiMHa ¢ JII0OOBIM YPOBHEM
TEXHUYECKUX  3HAHWK, HEOOXOAMMOCTh  MPHUHATHS  pEHICHHH B YCIIOBHUSX
HEONPEACTICHHOCTH B KOHTPOJIUPYEMOCTh IJIAHUPYEMBIX PE3YIbTaTOB.

C ydeTroM yKa3aHHBIX MPHUHIMIIOB OCHOBHOW AaKIEHT JOJDKEH OBITh CHeNaH Ha
KOHTpOJIe (U3UYECKUM JIUIIOM TIPOM3BOACTBA TIEPCOHANBHBIX JAaHHBIX, B T.4. H
OTHOCSIIUXCS K TpeTbuM Jsmnam. Ha cremyromem srtame OOMKEH OBITH OIpeneieH
QITOPUTM XPAHEHUS, PACIPOCTPAHCHUS W YHHUYTOXKCHHS YKa3aHHBIX CBedeHH. Bo
BHUMAaHHE JOJKHBI ObITh IPUHATHI KaK COJepKaTeIbHbIe, TAK U METa/laHHBIE.

[lepeHocst yka3aHHBIE BBIIIE BOMPOCHI, SIBISIOIIAECS OJHOBPEMEHHO U
OTPaHUYCHHUSMH, B IUIOCKOCTh pealM3alMy MPAKTHUECKUX JEHCTBUH, LerecooOpa3sHo
OTIPEICTIUTh B KaYeCTBE HEOOXOIMMOT0 M MHHHMAJIBHO JOCTATOYHOTO KOMILJIEKC H3 3
BUJIOB IJITAHOMEPHOH M B3aUMOYBSI3aHHOH JIESTEIHHOCTH:

e MUHUMH3AIMI 00beMa MUQPPOBOTo mTaMia GU3NIECKOTO JIHIIA;
e (opMUpOBaHUE CTAaHAAPTUINPOBAHHBIX IIU(PPOBBIX CIICIOB;
® aKTHBHOE BJIMSHHUE Ha COAEp)KaHUE UPPOBBIX TCHEH.
VYka3biBas, uTo MUGPOBOI MITAMII COCTOMT U3 IU(PPOBBIX CIEAOB M LU(POBHIX

TEHEH, MpaBOMEPHO 3aMETUTh, 4YTO B JaHHOM CJy4ae HUTOroBas cyMMa OoJbliie
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pe3ysbTara, Mojy4aeMoro MpH MPOCTOM CIOKEHUW 4YacTell W3-3a 3HAUUTENhHO Oolee

ITUPOKUX BO3MOKHOCTEH JTaIbHEHIIIETO aHaIn3a CBEACHHBIX BOSIUHO JaHHBIX.

5.1. MuHumu3ayus 06sema yugpoeozo wmamna husu4ecKkoz0 uyd

Munnvmszanus o0bemMa 1UGPOBOTO MmTamna (U3WYECKOTO JIMIA, MPEXIE BCETO,
NOJIpa3yMeBaeT MPHUHATHS OCO3HAHHOTO M MH(MOPMHUPOBAHHOTO PEIICHUS O TOM, KaKue
JAHHBIE, JUISI KAaKUX LIeJIel U B KakoM 00beMe (PU3MUYECKOe JTUI0 HAMEPEHO MPOU3BOIUTD.
B nmaHHOM KOHTEKCTE MpPEAINoJIaraeTcs TPAKTOBATH TOHSATHE MEPCOHAIBHBIX IaHHBIX
MaKCUMAJIbHO HIMPOKO M MPUYMCIATh K HUM JIIOOYI0 MH(OpPMAIMIO, OTHOCSIIYIOCS K
OTIPE/ICTICHHOMY WJIM OTIPEACIIIEMOMY JIMIYy — OT TPaH3aKIMOHHBIX JAHHBIX J0 MEePeYHS
omon B dopMmyisipe 3aKaza 3aBTpaka B rocTuHuile. OcOOEHHO BaXHO YYHUTHIBATH, YTO
IIPY TIPUHSITHY PEIICHUs 00 MCIIOIh30BAaHUU KAaKOTO JIMO0 MUQpoBOro mpudopa, ceppuca
WIM TIPOTPaMMBbl, B TIEPBYIO OU€pe/ib, JAOKHO MPUHUMATHCS PEIIeHHE O TOTOBHOCTU K
IPOU3BOICTBY NIEPCOHATIBLHBIX JIAaHHBIX, & YK€ I1OCIIE ATOr0 — O MOJIE3HOCTH U y100CTBaX,
MIOJTy4aeMbIX TIPU HWCTOJIb30BAaHHHM. Ba)KHO OTMETHTH, YTO B Ciy4dae C aOCOIIOTHBIM
OOJIBIIMHCTBOM BHJIOB OOOpPYAOBaHUS U MPOTrPAMMHBIX MPOAYKTOB pedb HIET O
IPOU3BOICTBE HEKOHTPOIUPYEMOTO (PU3HMUECKUM JIMIIOM U HEACKIAPHPOBAHHOTO 00hEMa
NEepCOHAJIbHBIX JaHHBIX. Ha cremyromeM sTane HEoOXOIMMO  OCYIIECTBICHUE
TUTAHOMEPHOMW JIEATEIBHOCTH TI0 PACIIPOCTPAHEHUIO MMEPCOHAIBHBIX JaHHBIX B MHTEpEcax
JMOCTIDKEHUS KOHKPETHBIX IIeJIed JIMIa, YTO MOXKET OBITh Kak CaMOCTOSITEIbHBIM
nporeccoM (Hampumep, pasMenieHne ¢pororpaduil B COUMANBHBIX CETAX UM pe3loMe Ha
caiiTe o Moa0Opy MEpCOHaa), TAK U BCIIOMOTATENIbHBIM IO OTHOIICHUIO K TJIAaBHOMY
(mpenocTaBiieHUE MEPCOHATBHBIX TAHHBIX JJIs1 IPUOOpETEeHUsI OMIIETOB, PETUCTpaLUs IS
nojiydeHust goctyna k myommunoi Wi-Fi cetu u nip.). [Ipu 3TOM CTOUT OCTOSIHHO UMETh
B BUJY, YTO NPOU3BEJCHHbIC MEPCOHAIbHBIC JIaHHBIE B IMOJABISIONIEM OOJIBIIUHCTBE
CIIy4aeB MOTYT PacIpOCTPAHATHCA W BHE 3aBUCHMOCTH OT JKelTaHUs (HU3MUYECKOTO JHUIIA,
HanpUMep, IEPETIOCTOM B COICETSIX WM BeO-CEpBUCOM MO COOCTBEHHOMY PEIIEHUIO.

OtnenpHOE BHUMAaHUE HEOOXOAUMO YAETUTh MPOU3BOACTBY BalllUX MMEPCOHAIBHBIX
JTAHHBIX TPETPUMHU JHUIIAMH — cMapT@oHamMu Jpy3ed, KaMmepamu TOpOJCKOTO
BUICOHAOIIOICHHSI, OoniepaTopaMu 0a3 JaHHBIX U 1p. OOIKM MPaBUIOM MOKET CIIYKHTb

JOTMYIIIEHHE, YTO B HEMPEPHIBHOM PEXKHUME BEACTCS COOP JaHHBIX (DU3UYECKOTO JIHUIA, BO

15



MHOTHX ClIy4asX JaHHBIM MpoOILecC SBISIETCS CIIy4alHbIM, HEOCMBICIEHHBIM U HE
KOHTpOJupyeMbIM. [lonydyeHHble MepcoHaNbHbIE JaHHbBIE IIUPOKO BBOJSATCS B 00OPOT, U
KOHTPOJIUPOBATh UX PacHpOCTpaHEHHE (PU3MUECKUM JIMIIOM MPAKTHUYECKU HEBO3MOKHO.
B cBs13u ¢ 3TUM MakcMMajabHOE BHUMaHHE 11eJ1ecO00pa3Ho YAEIUTh UMEHHO POLECCY MX

IIPOU3BOACTBA U OKAa3aTb Ha HEI'O BCC BO3MOIKHOC BJIMSAHUC.

5.2. ®opmuposaHue cmaHdapmMu3upo8aAHHbBIX YUPPOBbLIX C/1€008

CraHmapTU3UpOBaHHbIE IU(GPOBBIC CIeAbl MOTYT OBITh PUMEHEHBI  JUIS
OCYUIECTBJICHHSI M OTPAXEHUS B HHPOPMAIMOHHOW Cpejie PETyJISPHBIX MPOIECCOB,
HE0OX0MMBIX denoBeKy. OTpaboTaB MexaHu3M (OPMUPOBAHHS CIICIOB HEOOXOIUMOTO
coliepKaHUsl, (QHU3UYECKOE JIMIO TIOJAy4YaeT JIOTIOJHUTEIbHBIE BO3MOXKHOCTH B
UCTIOJIb30BAHUH CEPBUCOB M NPUOOPOB (HampuMmep, NpuoOpeTeHrne TOBapoB Mo Oosee
HU3KHM IICHaM), CO3/aeT JKeJaTeIbHOe OOIIEeCTBEHHOE MHEHHE O ceOe, OJIHOBPEMEHHO

3amuinas 4aCTHYIO JXU3Hb.

5.3. AxkmueHoe eausiHue Ha codepxcaHue yughposwvix meHell

AKTHBHOE BIIMSHUE Ha COJAEpKaHUE NU(PPOBBIX TEHEH TOCTHKAMO, B TIEPBYIO
ouepe/ib, UCIOJIB30BAHUEM CHUCTEMBI CAMOOTPAHMUYEHUN HA JESATENBHOCTh B OiaiiH- U
oHmaiH-pexkumax.  [IpopaGotka  HeoOxomumoro  Qopmara  TEHEW,  TO3BOJIUT
CMOJICIUPOBaTh TpeOyeMoe TIOBEJACHHE W CTaHAApPThl aKTUBHOCTH, TIO3BOJISIOIINE
HACKOJIPKO BO3MOYKHO MPUOJIM3UTHCS K 3aJaHHBIM ITapaMeTpaM OTPKECHUS (PU3NIECKOTO
auma B UGPOBBIX TEHAX. BakHOoe 3HAYeHHWE WMEET HACTpOiKa —ammapaTHo-
MIPOrPaMMHOTO KOMILJIEKCA, HCIOJIb3YeMOTro (U3UYECKUM JIMIIOM, C TOYKHA 3pPEHUs
MIPEIOCTABICHUS] MHHMMAJIBHO JIOCTATOYHOW WM BBIBEpEHHOW WH(OpManuu, B T.4. U
METAJaHHBIX, TPU B3aUMOJCUCTBUM C TPETbUMH JIMIAMA WU HHPOPMAIMOHHBIMU

CHCTCMaMHU.
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6. lludppoBoe npucyTCcTBUE

[{udpoBoe MPUCYTCTBUE HA HACTOAIIEM 3Talle PAa3BUTHS TEXHOJIOTHUH HEOCHOPUMO
BOXHO JUIS 3((PEKTUBHON AEATEIBHOCTH KaXKIOrO YelIOBEKa, a Takke 3(PPEKTUBHOIO
OOIIeHNs C IPYTUMH JIIOJIbMU BHE 3aBUCHMOCTH OT MX MECTa HaxokiaeHus. biaromaps
u(pPOBOMY MPUCYTCTBUIO YEIOBEK BHICTPAMBAET CBOM COLIMANIBHBIE CBSI3U U MOBBIIIAET
KOMGOPT YCIOBUH >KMU3HEACSITETPHOCTH BCIEA 3a pa3BuTHeM mporpecca. s
dbopMUpOBaHUS MOJHOLUEHHOTO U(POBOrO MPUCYTCTBUS HEOOXOAMMO MPEIOCTABICHUE
YEJIOBEKOM CBOUX IEpCOHAJbHBIX JAaHHBIX. [Ipu 3TOM cliegyer ydecTh, 4TO AaHHAs
npoIelypa MOXKET OBITh KaK KOHTPOJHPYEMOH CO CTOPOHBI CyOBEKTa MepCOHATBHBIX
JAHHBIX, TaK W BBIHYKICHHOH, OCYyIIECTBJsAIOIIeNcs Oe3 ydyacTHsi camMoro cyObeKTa
MOCPEICTBOM JICATEIBbHOCTH M YCTPOMCTB TPETHHX JHI. Pe3ynbTraTel B 3THUX JBYX
clyyasix MpUBOJIT K co3laHui0 B uudpoBoit cpene uudpoBoro  ciena
(KOHTpONIHPYEeMOTO) U HHU(POBOI TEHU (BBIHYXICHHOW), KOTOPhIE BMECTE (HOPMHUPYIOT
1u(ppOBOI ITAMI YEJIOBEKa U OMPEACIISAIOT ero IU(PpPoBOE MPUCYTCTBHE.

Jnst peanmzanuu HauOosiee 3¢GGEKTHBHOM MOAENU HU(PPOBOrO MPHUCYTCTBUS U
obecrnieueHns: 6€30MacHOCTH CyOBeKTa Kak B HUGPOBOUM cpefie, TaK U pealbHOM MHpE,
HEOOXOAMMO  THIATEIBHO  KOHTPOJUPOBATh  CO3JAaHHME LHU(POBBIX  CIEIOB U
MaKCUMAJIBHBIM CHOCOOOM yMEHBIIATh KOJIMYECTBO OCTABISIEMBIX IH(PPOBBIX TEHEH,

KOTOpbIE MOT'YT MIPUBECTH K HETATUBHOMY pE3YJIbTaTy.

6.1. Illeau

Cpenu mueneit dopmupoBaHus IUEGPOBOTO TPHUCYTCTBUS MOXKHO BBIJICIHTH
CJICIYFOIINE TTYHKTHI:
e (opmupoBanue MUGPOBEIMU CpPEACTBAMU HEOOXOAUMOrOo 00paza JIMYHOCTH
(reoOxoaumoro podus);
® YCKOPEHHE MPOIIECCOB OOIIEHUS 3a CUET U(PPOBBIX CPEICTB KOMMYHHUKAIIHH;
e puMeHeHHue MUPPOBBIX METOOB YIIPABJICHHSI,

e [puMeHeHue MUPPOBBIX METOJOB OOECIEUeHUS KUZHEIEATEIHLHOCTH.
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6.2. 3adauu

B mpomecce dopmupoBanus 1muppoBOro NPUCYTCTBUS BO3HHUKAIOT CIEAYIOLINE
3a/1ayy, perieHrue KOTOPbIX HEOOXO0IMMO:
® AKTUBHOE ITPOTUBOJICHCTBHUE peaM3allMU aKTyaJIbHBIX HH(OPMAITMOHHBIX YIPO3;
e (opMHupoBaHHE HEOOXOAUMOTO HU(PPOBOro MmITaMIa MPEUMYIIECTBEHHO 3a CUET
1M (pOBHIX TCHEH,
® [0jJEepKaHKE MEPEAOBOIO alapaTHO-IPOrPaMMHOI0 KOMILIEKCA;
e coznaHue 3p(GEeKTUBHON AKOCPEIbl CEPBUCOB, IPOIPAMM U MPUIIOKEHHUI;

® HHBCIHNPOBAHHNC BO3MOIKHBIX HCTAaTHBHBIX HOCHGI[CTBPIIZ OT HCTrOCyHaapCTBCHHBIX

cucTeM OOJIBIINX JAHHBIX.

6.3. IpuHyunbi

st o6ecnieuenust 6€30MacHOCTH CyObeKTa Kak B LU(POBOIL cpefie, Tak U peabHOM
MUpe, HEOOXO0AUMO MPUAEP>KUBATHCS CIEAYIOIUX MTPHHIIUIIOB!
® KOHTpPOJIb OIaliH- U OHJIAH-TIPUCYTCTBUS;
e 1aHoMmepHas pabota B cdepe cBsi3eil ¢ 00IeCTBEHHOCTHIO;
® HCIOJIb30BAaHUE KACTOMU3MPOBAHHOIO AMapaTHOIO KOMILJIEKCA;
® HCIOJIb30BAaHUE KACTOMH3UPOBAHHOIO MPOTrPAMMHOI0 KOMILJIEKCA;
® HCIIOJIb30BAaHUE KACTOMH3UPOBAHHON IKOCPEIbI CEPBUCOB U MPUIIOKEHU;

® WCIIOJIb30BAHUE CPEJICTB 3alTUTHI TPUOOPOB U MH(DOPMAIIHH.

7. PernameHT (MeTO/bl) UMPPOBOro NPUCYTCTBUA

JlaHHBIIA ~ perJIAMEHT  ONWCHIBAET  OCHOBHBIC  TMPUHIUIBI  (OPMHUPOBAHUS
s exTuBHON MOJIETN IUPPOBOTO MPUCYTCTBUSI C YUETOM HEOOXOAUMOCTH TIATEIbHON
3aIIUTHl IEPCOHANIBHBIX JAHHBIX YEJIOBEKA.
7.1. Konmposaupyembvlie 30HbI

Hns peanuzanuu 3¢gdekTuBHON Monaenu IU@pPOBOrO MPHUCYTCTBUS HEOOXOAUMO

HCITIOJIb30BAHUC MPHUHIOHWIIA KOHTPOJIHUPYCMBIX 30H, 3aKIHOYAOOICTOCA B PAa3rpaHUYCHUHN
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JOCTyINa K TEPCOHAIBHBIM JIaHHBIM B 3aBHCHMOCTH OT TEKYIIEH HCIOIL3YIOMEHCs
KOHTPOJIMpYyeMOl 30HBIL. [IpuMeHEeHHe MaHHOTO MPHHIMINA BaXHO s (HopMHUpOBaHUS
KyJIbTYpPhl B3aUMOJACHCTBUSL €O CBO€ll 1U(POBOM JMYHOCTBIO U oObOecreueHus
oe3onacHocTu 1uUdpoBoro mnpucyrcrBus. HecmoTps Ha Ha3BaHuWE, NaHHBIA TPUHIUIT
peIycMaTpUBAeT HEKYI0 TMOKOCTh, CMEIIEHHE PAMOK KOHTPOJIUPYEMBIX 30H B CTOPOHY
Y)KECTOUCHHSI WJIM CMSATYCHHUS HAKJIQJIbIBAEMBbIX OIPAHWYCHUN HAa OCHOBE pEIICHUS
cyOBeKTa.

KoHTponupyembie 30HBI  ONPENENSIOT JIOCTYIHOCTh TEPCOHAIBHBIX  JaHHBIX
cyObekTa B peambHOM Mupe. K mpumepy, B pabodeil 00CTaHOBKE IMOJIb30BATEIb MOXKET
UCIIOJIb30BaTh pabounii, 00IIEOCTYTHBIN TenedOoH I CBSA3H C OOIIECTBEHHOCTHIO, a Ha
TEPPUTOPUH CBOETO JOMOXO3SMCTBA — JIMYHBIA TENe(POH /I CBS3H C Y3KHM KPYyroM
OJM3KUX U apy3el.

Kontponmupyemass 30Ha ompenensieTcss TEppPUTOpUEH CyObeKTa TepCOHAIbHBIX
JAHHBIX, Ha KOTOPOW WCKJIIOUEHO TpEObIBAHUE JIMII MM OOBEKTOB, HE HMMEIOIIUX
nomycka. B Tabmuiie  HUMKE  TPOJEMOHCTPUPOBAH — MPUHIUI  (DOPMHUPOBAHUS

KOHTPOJIUPYEMBIX 30H.

Tabnuna 1. KoHuenuus KOHTpOIUPYEMBbIX 30H

KoHuenuusi KOHTpoJMpyeMbIX 30H

Hynesas IlepBas Bropas
[IpucyrcrtBue

JA HET HET
HEJOMYIIEHHBIX JIUI
Hannuwne
HEJIOBEPEHHBIX
MOIKJTFOUEHHBIX/ JA JA HET
HEMOJIKJIFOYEHHBIX K
HuTepHety npubopos
3amura nepumMerpa HET HET JA
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Kak BugHO ™3 Tabmuiel, B YCJIOBHSIX BTOPOW, CaMO#l  3allWIICHHOMN
KOHTPOJUPYEMOM 30HBI, CYOBEKT TMEPCOHAJIBHBIX MJAHHBIX MOXET OrpaHUYUTh
MPUCYTCTBUE TMOCTOPOHHUX JIMI, OTKJIKOYUTh YCTpoilcTBa OT IHTepHeTa U Tmpu
HEOOXOIUMOCTH 3alIUTUTh MapaMeTp OT yTEYEK MEPCOHAIBHBIX JAHHBIX C TMOMOIIBIO
CTOPOHHHMX amMapaTHbIX CPEACTB (HampuUMep, OT CheMa AaKyCTHUYECKHX KoseOaHui
crekoi). TakuM o0pa3oM, CyOBEKT CMOXKET HaXOIUThCA B OE30MACHOCTH, HE OIMacasich
yTeUeK TMEPCOHAIbHBIX JaHHBIX W HEXKEJIAaTeNbHbIX IOCIEACTBHI, KOTOpPbIE MOTYT
BO3HUKHYTH BIIOCJIEJACTBUU. BO BTOpOW KOHTPOIMPYEMOM 30HE TMOJ 3aIIUTOU
CHEIUATbHBIX CPEACTB MOTYT XpaHUThCA (DMHAHCOBBIE CBEJICHHUS, CBEJEHUS O 3/I0POBbE,
uH(pOpMAIIHSI O YACTHOM KM3HU CyOBEKTa U T.I1.

Hnst popmupoBanuss UPPOBOr0 MPUCYTCTBUS CYOBEKT MEPCOHAIBHBIX JaHHBIX
MOXET MPUMEHUTh Ha MPAKTUKE KOHTPOJIUPYEMYIO 30HY HYJIEBOI'O WJIM IEPBOTO YPOBHS,
B 3aBUCHUMOCTH, TpeOyeTcsi /M NPHUCYTCTBHE JIHMI, C KOTOPBIMH HEOO0XOJIUMO
OCYUIECTBIISITh COLMATIbHOE B3aUMOIEHCTBHE.

Kontponupyemasi 30Ha mpeaycMaTpuBaeT OAMH WJIM HECKOJIbKO TMEPUMETPOB.
Kaxnplii U3 mnepuUMETpOB OTIEIBHO MOXKET OBbITh KaK OXpaHSeMbIM, TaK U He
OXpaHSE€MbIM, B 3aBUCHUMOCTH OT YPOBHS CYUIECTBYIOIIEH yIrpo3bl M MOJEIHU
npaBoHapymuTens. PU3NYECKH MOTYT CYIIECTBOBAaTH Kak TEPUMETp JIOMyCKa Ha
TEPPUTOPUIO OpTaHU3AIMH, TPEOYIOMUNA OJHOTO YPOBHS paspelieHus, a Takke
BHYTPEHHUN TMEPUMETP JIOMyCKa B  OTHAEIbHBIE  TOMEIIEHUs, TpeOyrouui
TOTIOJHUTENIbHOE paspelnieHue. B kaxaod KOHTpOIMpPYEeMOM 30HE MPUMEHSIOTCA

PA3IUMYIHBIC TCXHUYCCKHUEC CPCACTBA U CIIOCOOBI 3alIUThI 1 KOHTPOJIA.

7.2. lIpogpuau

HNudopmanus, KOTOPYI0 CyObEKT MEpPCOHANBHBIX JaHHBIX NEpeaaeT B LU(POBYIO
Cpemy, OCTaeTcsl NMPUBA3aHHON K MCTOYHHUKY M uaeHTH(uuupyer ero. Kaxmeni "mar"
U(PPOBOro MPUCYTCTBUS (UKCUPYETCs, aHAIU3UPYETCS U TO3BOJISIET OIpPENeIUTh
cyOBeKTa, y3HaTh HOBBIE CBEICHUS.

Kaxxap1if roJ1 MOSIBISIFOTCS HOBbIE HAKOMUTENW M MUCTOYHUKU AAHHBIX: JATYUKUA U
HOCHMBIE YCTPOWCTBA, yMHAast ObITOBast TeXHUKA U 1p. [IoABISAIOTCS HOBBIE CEPBHUCHI U

MPUIIOKCHM, 3allpalllnBarOIme u CO6I/IpaIOH_[I/I€ JaHHBIC O IMOJIB30BATCIIAX.
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Ho y pasmemenuss unpopmanuu B MHTEepHEeTe nBe CTOpOHBL. Tak, myOnmuHOE
pa3MelleHne reoJIOKauu B COOOLIECHUH IIPUBJICKAET NOTEHIIMAIIBHBIX
37I0YMBILIUIEHHUKOB: HUHPOPMUPYET 00 OTCYTCTBUH I0JIb30BATEINS B )KUIIUILE, HAIPUMED.
Ho Tax>xe mo3BoisieT ObICTPO U yA00HO OPOPMUTH 3aKa3 HA CaliTe JOCTaBKH.

[TosToMy mOIB30BATENI0 HEOOXOIUMO ONPEAETATh, KOMY U Kakue CBEICHHUS O HEM
OTKPBITBL, @ JUIsl KOro - 3aKpbIThl. OnKcaHHas KOHUENUUs npoduieil mo3BoJseT 3TOro
JOCTHYb.

[Tpuanun mnpodwmielr cyObeKTa MEPCOHAIBHBIX MJAaHHBIX B IU(POBOM cpene

HAaITOMHWHACT KOHICIIIHIO KOHTPOJIbHBIX 30H, KaK ITOKa3aHO B Ta6J'II/ILIe HMKC.

Ta6mmma 2. Konnenius npoduiei ¢ npeocTaBIeHHEeM JaHHBIX 10 BBIOOPY MOJIb30BaTEIIs

i)

BAHKOBCKHUH

[

NYBJINYHbIN

[

CEPBUCHbBIAN

[

OCHOBHOH

[

PABOYUNH

[y

rocyciyru
JIMYHBIN

®UO (u1u 1MceBIOHNM)

IMopTper

OTneyaTku najbleB

MecTo paGoThI

JloJIsKHOCTD

3BaHusl, cTeENeHH

Jdomamuuii aapec

PaGounii aapec

Jomamnuii Tenedon

Pa6ouwuii Tesedon

MooOuabHblii Tesedon

CneunajabHbli Tej1e(OH

OCcHOBHOM ajJpec JIeKTPOHHOM MOYTHI

JlonoJIHUTEIBLHBIN apec 3JIeKTPOHHOM MOYThI

PabGouuii agpec 3J1IeKTPOHHOI MOYTHI

BpemenHblii agpec 3JIeKTPOHHOM MOYTHI
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Meccenmxep

Caiit

ABTO

JdoxymeHT

bankoBckasi kKapTa

[Tonmp30oBaTens GopMUpPYET BOKPYr CBOE€Hl HHU(POBON JUYHOCTH YHHKAJIbHBIC
KOHTPOJIUPYEMbIE 30HBI, KOTOpbIE OTJIMYAIOTCA HAOOPOM JOCTYIHBIX HCXOAALIUX
NEPCOHAJIBHBIX JaHHBIX U HA0OPOM JOMYLICHHBIX BXOJALIMX CEPBHCOB, NPUIOKEHUNA U
JIpyrux Jull. B 3aBUCHUMOCTH OT MCNOJIB3yEMOTrO MPUIIOKEHUS/CEpBUCA WM YCTPOUCTBA
HOJIb30BaTeNb MPEAOCTABIAECT TOJNBKO TE€ JaHHbIE, KOTOpble HEOOXOAUMBI IS
3¢ (}eKTUBHOTO B3aMMOACWUCTBUS ¢ HHUM B LU(POBOM cpeme (C  ydeTroM, dYTO
o0ecrieuynBaeTcs OJKHAS CTENEHb 3alUThl NEPCOHANBHBIX JaHHBIX). B Tabnuue BbIe
NPUBEACH KpPAaTKUIl BapuaHT KOHUENIMH, KOTOpas Ha caMoM jejie TMOKa U UMeeT
MHOXKECTBO Bapualuil (KOHTPOJUPYEMBIX 30H), 3aBUCSIIUX OT CYOBEKTHBHBIX
MOTPEOHOCTEH MOIB30BATEIS.

IIpuBeneHHbIC MO SABISAIOTCA MMEHHO NMPUMEPAMH M MOTYT PEryJIMpOBATHCS IO
NOTPEOHOCTSM TOJIH30BATEIICH.

Tak, nyOnmuuyHBIE TPOQWIH MOXKET IOApPa3yMeBaTh HCIOIB30BAHUE HEKOETO
00HApOJOBaHHOTO IICEBJOHMMA, OOLIETOCTYIHOIO AaKKayHTa B COLHUAJIBHOM CeTH u
HOMepa TenedoHa, 0 KOTOPOMY MOXKET JIO3BOHUTHCS JI000W skenmaromuid. JInaabIi
npo¢uib HAOO00POT, NpeanojaraeT MPUMEHEHUE JHMYHOro Teae(OHHOTO HOMepa,
peaIbHOrO UMEHH U JIMYHOM 3aKPBITON CTPAHULBI B COLIMAIIBHOU CETH.

[IpencraBnenHas B Tabauue KOHUENIUS Mpoduiael HOCUT HMCKIIOYUTENHHO
JIEMOHCTPAllMOHHBIM ~ XapakTep; KOJMYECTBO mpoduiell U JaHHbIE, KOTOpbIE
NPEIOCTABISIIOTCA B paMKaX KaXKJIOr0 U3 HHX, PEryJHUPYIOTCS CaMUM CyOBbEKTOM
NIEPCOHAJIBHBIX AaHHBIX. [Ipy 9TOM cieayeT yYuThIBaTh, 4YTO YEM MEHBILE IEPCOHAIBHBIX
JAHHBIX IPEIOCTABIIAECTCS, TEM MEHBIIE BEPOSITHOCTh UX YTEUKH U PEAIM3ALNUHA YIPO3BI

0e301acHOCTH B ajpec cyObeKTa.
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7.3. Pa3pewieHust Ha 06pa60omKy nepcoHaabHbIX 0AHHbIX

Ha nanHbpli MOMEHT BpPEMEHHM JOJDKHBIE MEpPhl 10 KOHTPOJI 3a cOopom,
00pabOTKOM M XpaHEHHEM MEPCOHATBHBIX JIAHHBIX 00ECIeUNBAIOTCA HE B MOJIHOM Mepe.
B Buay srtoro, st obecniedeHus MaKCUMaJIbHOM CTENEHHU 3alUThl OT MOTEHIMAIBHOIO
BO3JIEHCTBUSA  Yrpo3 0€30MacHOCTH MEpPCOHAIbHBIX JaHHBIX, CJEIyeT CBECTU
NOJTBEPKACHNUE pa3pelIieHnit K MUHUMYMY. B ciydae, ecnu paspemienue Ha o0pabOTKy
NEPCOHAIBHBIX JIaHHBIX s (QopMupoBaHus 3(PexkTuBHON Moaenu HUPPOBOro
IPUCYTCTBUSA HEOOXOAMMO, CIEAYET BHUMATEIBHO O3HAKOMUTHCS C TEKCTOM JOKYMEHTa
U TIPEIOCTaBUTh MUHUMAIBbHBIA HA0Op MEpCOHATIBHBIX JAHHBIX (€CITH TaKOe BO3MOXKHO),
aM00 BOCIONB30BATHCS MPOTPAMMOI/yCIyroi, He MpeaycMaTpuBaromed IOCTyN K
MEPCOHAIBHBIM JIAaHHBIM IOJIb30BaTeNs (JTUOO0 CBOJSIICH €Tr0 K MUHUMYMY ).

[Ipy HaAcCTymjeHUM MOMEHTa MPEKpAIlleHUs MCIOIb30BaHUSL MPOTrPaMMBbl/yCIyTH,
JUIS KOTOpPOW paspelieHne Ha 00pabOTKy IEepPCOHAIBHBIX MJAaHHBIX IPEIOCTaBIICHO,
HEO0OXO0JIMMO BPYUYHYIO OTO3BaTh pa3pelieHne u 00s3aTh COOTBETCTBYIOUIETO olepaTopa
NEPCOHANIBHBIX JIaHHBIX (CO CTOPOHBI pa3zpabOTYMKa MPOTPAMMHOIO OOECHeueHUs: WiId
BIaJIENIblla IPEIOCTABISIEMON YCIyTH) YJIadUuTh I[EPCOHAIBHBIE JIaHHBIE C LEJbIO

MpCaAynpexKACHUA YIPpO3bl UX HCCAHKIITMOHUPOBAHHOI'O HCIIOJIb30BAHUA.

7.4. Hacmpoiika annapamHo-npo2pamMmHO20 KoMNjieKca

Tak kak B Hacrosmee BpeMs KyJdbTypa IHU(PPOBOTO NPUCYTCTBUS TOJIBKO
dopMHpyeTCS U ero YYaCTHUKH HE 33JyMBIBAIOTCS O PHCKAX MPHCYTCTBUS B HU(PPOBBIX
cpeaax, Heo0X0AUMO BCeOOBEMITIOIIEE OMOBELIEHNE U 00yUeHne HOpMaM OEe30I1aCHOCTH.
JlaHHBIE HOPMBI KacaloTCsl HE TOJIbKO KOHTPOJIS MPEIOCTaBISEMBIX NaHHBIX, HO H
MaKCUMaJIbHO BO3MOKHBIX MED I10 3aILIUTE OT yrpo3 0€30IMacHOCTH, CIIOCOOHBIX MOBJIEYb
HECAHKIIMOHUPOBAHHOE  pPACKpPBITHE, YHHUYTOXKEHWE, W3MEHEHHWe, OJIOKMpOBaHUE,
KOMMPOBaHME, PACIpPOCTPaHEHUE IMEPCOHATIBHBIX NaHHBIX. [lomMuMo mpodumupoBaHus
I POBOTO MPUCYTCTBUS M COOIOICHUS MPUHIINIIA KOHTPOIUPYEMBIX 30H, HEOOXOIUMO
UCIIOJIb30BaTh HECKOMIIPOMETHPOBAHHOE ammapaTHOe M MPOrpaMMHOE oOecrieueHue, a
TaKXe KOH(QUTYPUPOBATH €T0 JODKHBIM 00pa3oM.

BaxHO OTMETHTb, YTO ONKCHIBAEMbIE NPUHIMIIEI HACTPOMKH MPOTPAMMHOTO

000py/IOBaHUSI HE TapaHTUPYIOT CTOMPOLEHTHOM 3alUThl OT YTEUEK IEepPCOHAIbHBIX
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JaHHBIX, IMO3TOMY HOJIKHBI HCIIOJIB30BATHLCSA COBMCCTHO C opraHH3auHe171 O(l)JIElfIH' nu

OHJIAMH-TIPUCYTCTBUS.

AI'lIIapaTHOG ob6ecreyeHue

HeoOxoaumo  TIIaTenbHO HOAXOAMTH K  BOMNpPOCY BbIOOpa  ammapaTHOTro
o0OecrniedeHusi, O BO3MOXXHOCTH OPHEHTHUPYSACh Ha yCTpOWcTBa 0€3 SABHBIX (PAKTOB
TUcKpeauTauuy. BelOupaemble  yCTpoiicTBa JOJDKHBI  HOJAEPKUBATH  MOCIETHHUE
pa3palboTKH B IUIAHE 3aIIUTHl MMEPCOHANBHBIX JAaHHBIX W paboOTaTh MO YIpPaBICHHUEM
aKTyaJbHBIX BEPCHUH  ONEpPAlMOHHBIX CHCTEM C TMOCIECAHHUMH OOHOBIICHUSIMH,
MO3BOJISIOUIMMHU 3aKPbITh U3BECTHBIE OpElIN B CUCTEME O€30MaCHOCTH.

Kondurypammm  ycTpoHCTB  HE  JODKHBI  TOJJEPKHUBATH  BO3MOXKHOCTH
HECAHKIIMOHUPOBAHHOIO JOCTYIA, Kak [0 CETEeBbIM KaHajaM, TaK M C IIOMOILBIO
BHEIIHUX YCTPOMCTB M ONTHYECKMX JUCKOB. Kpome Toro, He pomyckaercs
UCIOJIb30BAHUE CTAaHAAPTHBIX (Ae(QONATHBIX) Mapoje Ui JAOCTyNa K anmnapaTHOMY
o0ecreueHuo.

Hocurenn wHpopmanmu B yCTpOHCTBaX IODKHBI MOIICPKUBATh U MCIIOIH30BAThH
muppoBaHUe JaHHBIX.

[Ipu mponmake WM yHHUYTOKEHHH YCTPOHCTB, XpaHSAIMX JIaHHBIE (K TpUMEpY,
ONEepPaTUBHON MaMSATH WM KECTKHX JUCKOB), HEOOXOIUMO yOeIuThCS B THIATEIHHOM
yaaneHnd (YHHYTOKEHHUH) TaHHBIX HA HOCHUTEJE M HEBO3MOXXHOCTH UX BOCCTAHOBIICHUSI.

HJ’I}I 9TOTI'0 UCIIOJB3YIOTCA CIICHHUAJIbHBIC ITPOTPAaMMHBIC HJIX AlllIapaTHBIC HHCTPYMCHTHI.

[IporpaMmmMHoOe o6ecnieyeHUue

[IpakTrdecku Bce yCTPOMCTBA HAXOJSATCS MO YIIPABICHUEM HECKOJIbKUX Hanbolee
pPacpOCTPAHEHHBIX OMNEPANMOHHBIX cUcTeM. Cpemu 3THX YCTPOWCTB — CMapT(OHBI,
TEJIEBU30PbI, HACTOJIbHBIE KOMIIBIOTEPHl W HOYTOYKH, IUIAHIIETHBIE KOMITHIOTEPHI,
ABTOMOOWJIM ¥ MHOTOE Apyroe. BaxHO KpUTHYECKU MOIXOIUTh K BEIOOPY OMEpPallMOHHON
CHUCTEMBI CBOETO YCTPOMCTBA — M HE MCIOJIb30BaTh T€, O KOTOPHIX UMEIOTCSI CBEJICHUS O
TUCKpeauTanuu. Takke HeoOXOIMMO YUYUTBHIBaTh BAXKHBIA AaCIEKT, Kacaromuncs
WCIIOJIb30BaHMUS TOJIBKO O(UIMaIbHBIX BepcHil cucTeM. Bepcum, HaxopasIiuecss BO

B3JIOMAaHHOM BHJIC B OTKPBITOM OOCTYIIC, MOI'YyT COACPIKATH 3JIOBPCIAHOC IMPOTpPpaMMHOC
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oOecrieuenne. Ilonb3oBarens OOJDKEH O0JagaTh JOCTATOYHBIM CETEBLIM OIBITOM U

TEXHUYECKUM OIKIPayHIOM, YTOOBI OTIUYUTH O€30MacHy0 COOPKY OT HeOe30MMacHOM.

HGO6XOZ[I/IMO OIIUpAaTbCA Ha CICAYIOIIHUC IIPUHIOUIIBI, OTHOCAIIHUCCA KaK K

ONepalMOHHBIM CUCTEMAM, TaK U K IPUKIATHOMY IPOrpaMMHOMY 00€CIIEUEHHIO:

1.
2.

[Tosb30BaThCs IMIIEH3MOHHBIMU BEPCUSIMH IIPOTPAMMHOTO O0ECIICUEeHHUS;

[To BO3MOXHOCTH/TIpY HEOOXOAMMOCTH JI€JIaTh BBHIOOP B MOJIB3Y 3aIIUIIEHHBIX
OTEepallMOHHBIX CUCTEM;

CkaunBaHUE MPUIIOKEHUH TIPOU3BOIUTE TOJIBKO Yepe3 0(UIIHaTbHBIE HCTOYHUKH,
Bcerna  mpoBepsATh  HaJEKHOCTb  MPOU3BOAUTENA  MpUJIOKeHUs  (He
OTPaHUYMBATHCS HCKIIOYUTENFHO PEUTHHTaMH JIPYTUX T[OJb30BaTeNe U
OT3bIBaMH) U O(PUIHMAIBHOCTH COOPKH (IIPOBEPATH XAUI-CYMMY 3arpy>KeHHOIO
daiina u qpyrue MeTobl);

VYcraHaBiuBaTh TOJBKO MHHUMYM HYXHBIX TPUIIOKEHUH U CBOEBPEMEHHO
yAQIATh HEUCIoJib3yeMble mporpaMMmbl. OCOOEHHO 3TO KacaeTcsi YsI3BUMOIO
nporpamMmmMHoro obdecrneduenus, Takoro Java u Flash;

OtaaBaTh NpPENNOYTEHHE MPOrpaMMHOMY oOOecCleYeHulo, KOTopoe o0naaaer
(GYHKIIMOHAIOM 3alIUTHI OT yTEUEK MEPCOHAIBHBIX JTAHHBIX;

BHuMaTeThHO M OCO3HAHHO MPEAOCTABIATH JOCTYI K IMEPCOHAIBHBIM JTaHHBIM
MIPH TOSIBJIEHUH 3alPOCOB OT YCTAaHABIMBAEMOTO MPOTPAMMHOTO 00ECIICUCHHS,
BaumarensHO aHaMM3WpOBATh  JIMIIEH3MOHHBIC COTVIAIICHHWS HA  TPEIAMET
00s13aHHOCTEN MOJIb30BATENs U pa3pabOTUHKa;

CBOEBpEMEHHO  OOHOBJISATH  MPOTPAMMHOE  OOECIEUeHHEe U JpailBepsl

UCIOJIb3YEMBIX YCTPONCTB

10.B ciyyae moakmoueHus k toukam jpoctyna Wi-Fi, Bluetooth, a taxke 6a3oBbIM

CTaHIMSIM OIllepaTopa COTOBOM CBSI3M IO BO3MOKHOCTH YJOCTOBEPSTHCS B
HA/IeKHOCTH yCTPOWCTBA CBA3M. He OCyIIecTBIATh MOAKIIOUEHUE K ITyOIUYHBIM
(OTKpBITHIM) TOYKaM JIOCTyIa K HUPpoBoi cpeae. OTKIOYATh HEUCIIONb3yEeMble

uHTEpPEIChI CBA3Y;

11. Ucnonw3oBaTh HAACKHBIC MTAPOJIbHBIC ITOJIUTUKH. He AO0ITYCKaTb HCIIOJIb30BaHHC

CTaHAAPTHBIX (IeOoNTHBIX) Maposeit 1 AocTyna (a Takke OTKPBITOrO JOCTYTa)

K IporpaMmMHOMy oOecnedeHuto. Ilo BO3MOMKHOCTH cCleAyeT HCIOJIb30BaTh
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CUCTEMBI MHOTO(aKTOPHOM ayTeHTH(PHUKALIIH C MIOMOILBIO
HECKOMIIPOMETHUPOBAHHBIX YCTPOWCTB,;
12. TIpuMeHsTh CpecTBa aHTUBUPYCHON M aHTU()UIIMHTOBOW 3aIIUTHI.

Taxke HEIOIMyCTUMO OTHOCHUTBHCS K JIMYHBIM IMOPTATUBHBIM YCTPOHCTBAM Kak
MyOJINYHBIM, TOCTYIHBIM JUIsi OOMEHa C APYTUMH TOJIbh30BaTENISIMU, BO3MOKHBIMU JIJIS
BPEMEHHOT'O WCIIOJIb30BaHMsI JPYTHMMHU JIUIIaMU. Takoe MOBEJCHHUE YIPOIIACT JOCTYI K
ONEPAallMOHHONW  CHCTEME CO CTOPOHBI  HEJOBEPEHHBIX JIMI] M  HapylIaeT
KOH(HUICHIINATLHOCTh TAHHBIX.

OtaensHO CTOMT OoOpamiaTh BHUMaHUE Ha Opay3epHble NPUIOKEHHUS — UM IOCIe
OIEPALMOHHBIX CHCTEM JOCTYIeH HanOosee OOMMPHBIN IIaCT JAaHHBIX O MOJIh30BaTele.
Kak u B ciy4ae ¢ mpoyuM MpPOrpaMMHBIM OOECIIEYCHUEM, CIIAYeT JenaTh BBHIOOD B
CTOpPOHY TMpOrpamMM, AaKICHTUPYIOIIMX BHUMAaHHWE Ha OTCYTCTBHE DIIEMEHTOB
OTCJICKMBAHUS JICUCTBHI TMOJH30BATENS U MPEAOCTABISIOIINX JOMOJHUTEIBHBIC MEpPhI
10 3aIIUTE OT Yrpo3 0€30MaCHOCTH MEPCOHATBHBIX TaHHBIX.

[Ipu BBIOOpe mMOOOTO  APYroro MPOTPAMMHOTO  OOECHEedeHus  Ciemyer
PYKOBOJCTBOBaTbCS TEMHU K€ MNPHHLUUIAMHU, a TaKKe HE JOMyCKaTh BO3MOXXHOCTH

YCTaHOBKHU IIPOTrPpaMMHOTO obecrnieueHus HCIOBCPCHHBIMH JIMTTAMU.

IIpeBeHTHBHEBIE Mephbl

B Bompocax wuH(popManmoHHOW Oe3omacHOCTH, Kak H  JOOBIX  cdepax
NPENYyNpPEKICHUS PUCKOB, BAXKHO MPEANPUHUMATH MEpPBI, NPEIyNPEkKAAIONINE PHUCK.
JlesTenbHOCTh MO YCTPaHEHWIO IIOCJIEACTBHM, MO CYTH CBOEW, HE SBIAETCA
HaIpaBJICHHON HA MOJIepkKaHue Oe30MMaCHOCTH.

IToaTOMy 1NOJIB30BaTENL JOJKEH OCO3HABaTh CBA3b IOJIB30BAHUS YCTPOMCTBOM C
yIpo3aMu TaKOTO MCIOJB30BAHUS, YUUTHIBAS POCT HH(OPMAIIMOHHBIX PUCKOB.

B 060JBIIMHCTBE IMOJHOIIEHHBIX CEPBHUCOB IOJIB30BATEIN HCIOIB3YIOT YYETHBIC
3anucH. YYeTHasl 3aluCh UCIOJb3YETCs JUIsl COXPAHEHUsI HACTPOEK, aBTOPU3ALUMU U s
CUHXPOHU3aLUU MEXAY yCTPOICTBaAMU.

Pexomenyemoi MpakTUKOM SIBISETCA CO3/JaHUE HE MEHEE JABYX YYETHBIX 3aIIHCEH.
OpHa U3 KOTOPBIX MPEJOCTABISIET IPaBa aAMUHUCTPATOPA, a Apyras — IpaBa 0OBIYHOTO

IIOJIBb30BATCIIA. HpI/I pa60Te B YCJIIOBHAX IOBBIIICHHOTO PUCKA CICAYCT UCIOJb30BATh
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3aMuch ¢ OTPAaHUYCHHBIMU TpaBaMHu. Jlake eciiu 3amuch Mob30BaTeNss OyIeT B3JIOMaHa,
0e3 nMpaB aIMUHUCTPATOPA 3TIOYMBILUICHHUK HE CMOXET HAaHECTH CEPhE3HOr0 Bpeaa.

Taxke HE0OXOIMMO WCHONB30BaTh pa3HbIE YUYETHBIE 3alUCH Ha Pa3HBIX
YCTPOMCTBAX W HE CHUHXPOHU3MPOBATh HMX MEXIy COOOH, MO KpailHell Mepe, B
ABTOMATHUYECKOM PEKUME.

Mexnay TeM, MOJIb30BAaTENb JOKEH NPEANPUHUMATh IIard Ha Ciay4yad CBOEH
OmMOKM WM Ha ciy4yail o0Xxoja 3J0yMBIIUICHHUKOB Mep Oe3omacHocTH. [losTomy
MOJIb30BATENI0 HEOOXOJMMO 4Yepe3 OMpPE/CIICHHbIE MPOMEKYTKH BPEMEHH CO3/1aBaTh
pe3€pBHBIE KOIIMU YyBCTBUTENBHBIX JAHHBIX U XPAHUTh UX HA HECKOMIIPOMETUPOBAHHOM
YCTpOUHCTBE B O€30MACHOM MECTE.

[IpuHsiTHE TIPEBEHTUBHBIX MEP IMO3BOJIUT CYIIECTBEHHO CHHU3UTh YPOBEHb

UH(OPMAIIMOHHBIX YyTPO3 B OOIIECTBE.

7.5. Opeanuzayus oHaallH u od1aliH npucymcecmeus

HaubGonee BaXHBIM 53J€MEHTOM 0€30IaCHOCTU SIBISIETCS KOHTPOJIb CBOETO
NOBEACHHUS M OTpPaXEHHE €ro B alllapaTHbIX M NPOrPaMMHBIX CpPEICTBaxX IyTeM
KOH(UTYpUPOBaHUs, 100aBICHHEM WHCTPYMEHTOB, 00€CTICUNBAIONIUX JOMOTHUTEIHBIN
YPOBEHb 3aILUThI, WJIK OTKA30M OT T€X WJIM UHBIX (PYHKLUH.

K Takum syneMeHTaM KOHTpOJS CIEAyeT OTHECTH HEOOXOAMMOCTH 3alIUThl BCEX
YCTPOMCTB C IOMOIIBIO CIOXKHBIX NapoJIbHBIX (pa3, NPUMEHEHUIO 3alIMIIEHHBIX
kaHanoB cBs3u Tuna VPN u oTkimoyeHne MOTEHIMaNbHO HeOe30macHbIX (yHKIUH,
TaKMX, KaK TeOoJIOKalusi, B CIly4ae OTCYTCTBUS HEOOXOJMMOCTH HCIOJIb30BaHMs (K
npuMepy, B cMmapTdoHE TpPU  OJHOBPEMEHHOM  HCIOJB30BAaHUM  OTAEIHHOIO
HABUTAIIMOHHOTO YCTPOICTBA).

[Tpu 3TOM, 1O BO3MOXKHOCTH, HEOOXOAMMO HCIOJIb30BATh Pa3IMUHbIE TEXHOJIOIHU
3aIMIIEHHBIX KaHAJIOB CBS3H.

VYder cBOEro HOBEJIEHUS U HACTPOMKH YCTPOMCTB B COOTBETCTBYIOLIEM CBOEMY
NOBEJICHUIO BHJIE TO3BOJIUT CBECTH YIpo3bl HHPOPMAIMOHHOW O€30macHOCTH K
MUHUMYMY, TOBBICUTh KauecTBO JOBEpHsl B HMHPOPMAIMOHHOW cCpelie U 3alllUTUTh

IIOJIBb30BATCIIA.
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®opMHpoBaTh CBOM TMPUBBIUKH TMOBEJACHHUS C yYETOM LH(PPOBOTO MPUCYTCTBUS
cleyeT IO MPHHLUUIAM HENpPEepbIBHOM CIIEXKKH, IOCTOSIHHOIO pHUCKAa YTEUKU
NEPCOHANBHBIX JAHHBIX M MOHUMAaHMS, YTO MepelaHHble B HUGPOBYIO Cpely JaHHBIE
OCTAIOTCSl TAM HaBCETr/a.

ITpu rcnonp30BaHUU NIPOIPAaMMHBIX CPEACTB U MIHTEpHET-CEPBUCOB CIEAYET AENaTh
BBIOOD B MOJIb3Y TE€X, KOTOPHIE:

1. He nuckpenuTupoBaHbl;

2. 3ampammvBaioT pa3pelieHne Ha MHUHUMAIbHBIM HAa0Op MEPCOHANBHBIX JTaHHBIX
(1n6o He 3ampanuBarOT BOBCE);

3. O6nagaoT CpeacTBaMH CKBO3HOTO IIM(POBAaHUS IEPCOHANBHBIX JAHHBIX B
uuppoBOM  IepuUMeTpe U JoKazaiu  A(PPEKTUBHOCTb  3TUX  CPEICTB
UCCJIEIOBAaHUSIMU COOTBETCTBYIOLIMX OPTaHOB U OpraHU3aLUi;

4. Peanu3yloT AOMOJHUTEIbHBIE MEPHI 3AIIUTHI IEPCOHAIBHBIX TAHHBIX (K IPUMEpY,
HE JIOMyCKas UX XPaHEHUE WM OCYILECTBISIS yAaleHHE 4epe3 KOPOTKOE WU
ONPENEIICHHOE BpEMs) IOJIb30BaTENE; a TaKKE JOMYCKAIOIUX MOJIKIIOYEHUE
yepe3 3alUILEeHHbIE IPOTOKOJIbI CBSI3H;

5. JlomyckaroT yjAajJeHHe NEpCOHANBHBIX JaHHBIX aBTOMATUYECKH WU BPYUHYIO
(ouMCTKa MUCTOpPUU TOCEUIEHUN B Opay3epe, yAalleHue >KypHajla MCIOJIb30BaHUS
IPOrpaMMBl U T.I1.).

AHaNOrMYHBIMU MEpPaMU MOKHO BOCIIONB30BAaTHCS U B PEATIbHOM JKU3HU:

1. Tlonp3oBaTbcst 111 OOIIEHHMS  TMOMELIEHUSMM M MECTaMH  OTKPBITOTO
NPOCTPAHCTBA, HCKIIOYAIONIMMHA HECAaHKIIMOHUPOBAHHBIN cOop wuHbOpManuu
(OTCYTCTBYIOT TOCTODOHHHE JIMIIA, HE YCTaHOBIICHBI YCTpOHCTBa cOopa
uHOpPMAIIH U T.I1.);

2. Ilpu obOmennn uepe3 MHTEpHET MK TeneOHHBIE CETH YKa3bIBaTh MHHUMAIHHOE
KOJIMYECTBO NEPCOHAIBHBIX JaHHBIX. [[OMHUTH 0 BO3MOKHOCTH MOCPEAHUYECKON
aTaku, IpU KOTOPON HEBUIUMBINA COOECETHUK MOXKET ObITh CKOMIIPOMETHUPOBAH;

3. Ilpu obmenun yepe3 VHTepHeT uiau TeneOHHbIE CETH MCIOJIb30BAaTh KO/IOBBIE
¢pa3sl U mpouMe accolManuy ¢ IejdeBod WH(GOpManuei, MpeaoCTaBisis €€ B
OTKpPBITOM BHJE COOECEAHUKY TOJBKO INPHU JIMYHOM KOHTAaKTe B Oe30macHOM

KOHTPOJINPYEMOM 30HE;
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4. Tlo BO3MOXXHOCTH, HE HCIONB30BaTh (HU3MUECKHE OOBEKTHl S XpaHEHUs
KoH(puACHIMATBLHON HHPOpMaIK (HE XpaHUTh MApOIH Ha OyMa)KHBIX HOCUTEISIX
Ha paboueM cTojie), TUOO XPaHUTh Takue OOBEKTHI B MECTaX, MCKIHOYAIOIINX
JOCTYI IOCTOPOHHUX JIUII (K IpUMepy, cerdax);

5. VYnanare nannelie o cede, ecir He0OXOAMMOCTh B HUX OTCYTCTBYET.
OmnucaHHble MEpPHl XOTS W HE TO3BOJISIIOT JOCTHYL CTOIMPOIEHTHON TapaHTHU
0e30MmacHOCTH HUPPOBOrO U  HEHUPPOBOrO MPHUCYTCTBUA, JAIOT BO3MOXKHOCTh
YMEHBIINTh PUCK YTEUKU MTEPCOHATBHBIX JAaHHBIX U HAHECEHUS MOTCHIIMAILHOTO yiepoa

CY6’LGKTy INCPCOHAIIBHBIX TAHHBbIX.

8. 3ak/souuTesJibHbIE IOJIOKEeHUA

Kak y>xe rosopmiiocs panee, nupoBoe MPUCYTCTBUE KAXKAOTO YEIOBEKa MOTydaeT
Bce Oouiblliee pacnpOCTPaHEHHE U CTAHOBHUTCS HEOOXOIUMBIM (aKTOpOM oOecredeHus
NPOU3BOICTBEHHOM JeATENbHOCTH M 3(PdexTuBHOro obmenus. Ilpu stom mmdposoe
NPUCYTCTBUE MOXET ObITh KaK KOHTPOJIUPYEMbIM, TaK M BbIHYKIEHHBIM, TO €CTh
OCYIIECTBIISIOMMMCS 0€3 yJacTHsi caMoro cyObeKTa 3a CUeT JIEATEIbHOCTH U yCTPOMCTB
TPETHUX JIUII.

HecmoTpst Ha Bce MOJOXHUTEIbHBIE MOMEHTBHI LU(POBOTO MNPUCYTCTBUS M €rO
HEOOXOJAMMOCTh B KH3HU Ka)XJI0TO YeJIOBEKa, B JAaHHON c(epe BCILIBIBAECT OJWH OYCHB
CYILLIECTBEHHBII HEJOCTATOK — a UMEHHO PUCK YTEUKU NEPCOHAJBHBIX JAHHBIX U PUCK
MCIOJIb30BaHMs "yTeKIIMX'" JaHHBIX MPOTUB UX CyOBEKTA.

JlaHHBI ~pHCK BO3HMKAeT HE TOJBKO IO TMPUYHHE OECKOHTPOJIBHOTO
pacrnpocTpaHeHusl CBOMX MEPCOHAIBHBIX JAHHBIX (PU3MUECKUMU JIMIIAMHU, HO U 10 BUHE
HEZ0OPOCOBECTHBIX ONEPATOPOB MEPCOHAIBHBIX JAHHBIX, HE MPUHUMAIOMINX JOJIKHbIC
MEpBbI M0 3alIUTe XpaHsAuuiics u oOpadaTeiBaeMOl Ha MX YCTpOHCTBaxX MH(pOpMaIuy, a
TaKXKe M0 MPUYUHE HETPaBWIBHO CKOH(UTYPHUPOBAHHBIX yCTPOWCTB /MM YCTPOMCTB,
UMEIOIINX U3bsIHBI B IPOTPAMMHOM U allllapaTHOM 00€CIeUYeHUH.

[{ens MaHHOTO JOKYMEHTa — OOpaTHTh BHUMAHHUE HA MPOOJIeMy 3alUThl (OXPaHbI)
IU(PPOBOro MPUCYTCTBUS 4YEJIOBEKAa OT LIEJICHANPABIECHHBIX U CIIy4YalHBIX MOIBITOK

MOJIYUCHHUA OOCTyIIa K €Tr0 INMCPCOHAJIBHBIM AOAHHBIM, ITOIIBITATHCA C(bOpMI/IpOBaTB CBOJ,
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OOIIMX KOHIEMNIHHA 1Mo 6e30MacHOMY HCIOIB30BaHUIO HU(POBBIX YCTPOMCTB U YCIYyT B

AMOXY YJI00HON M OJTHOBPEMEHHO MPEICTABIISIIONIEH YIPO3y YaCTHON KU3HU TEXHOJIOTHUHU

oonbiix manubix (BigData).
[TpeamoKeHHbIE KOHIEMIIMKH MOTYT OBITh HCIOJIB30BaHBI I COBEPIICHCTBOBAHMS

MEXaHU3MOB PETYyJIUPOBaHUs [HUQPPOBON HSKOHOMHUKH, B TEPBYIO oOuepenb, cdepbl

MEPCOHAIBHBIX TaHHBIX.

Jlokymenm paspaboman paboueil epynnou

1O 8ONPOCAM OP2AHUZAYUOHHOU 3QUUMbL NEPCOHATILHBIX OAHHBIX
Koncynomamuenoz2o cogema npu ynoiHOMO4YEeHHOM Op2aHe

no 3awume npaeg cy6beKmos nepPCoOHANIbHbIX OAHHbIX

noo obueti pedakyuei.

Anexunoti U.I'., IIpedcedamens Koncynemamugnoeo cogema npu
VHOJHOMOYEHHOM Op2ane o 3auume npas cyowbekmos nePCoHAIbHbIX OaHHBIX,
yuenozo cekpemaps Llenmpa unsceneprnozo obpazosanus Poccuiickoii akademuu
06pazosanus - Poccutickoeo 20cy0apcmeeHH020 YHusepcumema He@mu u 2asa
(HAY) umenu U.M. I'yoxuna

Tonseuna A.B., [lupexmopa Hcnonxoma Hayuonanvrozo Jenvguiickozo cosema

Poccuu;
Yeprnuxosa C.B., awnanumuxa, asmopa KHue noO  UHQOPMAYUOHHOU
bezonacrocmu.
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